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RISK MANAGMENT «CLOUD» TECHNOLOGIES IN BANK’S RISK
MANAGMENT

Purpose. To investigated the risks of using «cloud» technologies in operating activities and to provide the
recommendations in decreasing of those risks. Methodology. The methodological approach involves the
consideration of bank risk management (including the operational one, which appeared from the use of «cloud»
technologies) as from the standpoints of bank accepting the optimal management decisions, and from the
standpoints of implementation of these solutions through the organizational structure. Results. The article
emphasizes the risks of «cloud» technologies, the measures of reducing the operational risk to its components are
investigated, and the recommendations in relation to the elimination of technological risk which appearing from the
use of «cloud» computing are suggested. Scientific novelty.We propose the scientific approach to the management
of banking risks, which in contrast to the existing one, includes the instruments of reducing the negative impact of
the use of «cloud» technologies in the operating activities. Practical implications.The use of the stipulated
recommendation in risk management «cloud» technology improves the efficiency of the risk management system of

the bank.
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Introduction

«Cloud» computing dates back to 1950, when
the scientist Herb Grosh in his research wrote,that
in the future the whole world would work on the
terminals, which would be directed by about 15
large centers of processing operations [1].

Currently the category «cloud» technologies»
includes a lot of different concepts: software, infra-
structure, communication platform, data, individ-
ual working place etc.

The main thing is that «cloud» technologies
give the opportunity to the enterprises (including
banks) to refuse from the necessity to create and to
support personal computing infrastructure.

As a result, «cloud» reveals the new approach
to the computing where neither equipment nor
software belongs to the bank. Instead of this the
provider, with the help of Internet, gives to bank-
customer the released product.

But the implementation of «cloud» technolo-
gies into banks may cause the defined risk (first of
all operational ones).

The operational risks are not connected with
bank’s business line, but with organization of its
financing and operating activities.

The main obstacle that complicates the opera-
tional risk management is a low probability in de-
fining the size of these risks (furthermore the inci-
dents’ list of realization operating risks is quite
wide).

The latest research analysis

The problems of classification and estimation
of operational risks are studied by such native and
foreign scientists as O. Bogdanov [2], Yu. Boruch
[3], O. Derevska [4], V. Kovalenko [5], O. Kovalchuk
[6], O. Kryklii [7], B. Sazykin [8], V. Kharlamov [9],
A. Shynkarenko [10].

In justice to scientific insights of Ukrainian and
foreign economists, the gained experience in ap-
praisal practice and operational risk management,
it should be emphasized that the open questions of
IT-technologies influence (including «cloud») on
operational risk of the bank have not been solved
yet.

Purpose

The purpose of the article is the research of
«cloud» technologies as the potential factor of in-
creasing operational risk and also the providing
advices according to the size reducing in this kind
of risk.
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Methodology

The methodological basis of the research con-
sists of the complex approach to operational risks’
management.The approach assumes the study of
operational risks’ management (including those,
which appeared through the use of «cloud» tech-
nologies) as from the position of bank’s acceptance
of optimal management decisions through the or-
ganizational structure. From these peculiarities
there is the method union of business economics
with the method of system’s analysis in bank’s
functioning.

Results

Bank’s risk management system is the constitu-
ent part of economic stability of a bank, the task of
which is identification, estimating and risk man-
agement, which are appeared through the debit and
credit operations, poor organization, business and
the change of factors in the environment.

Among the banking risks through the manage-
ment complexity the operational risks took the par-
ticular place.

In Basel framework II operational risk is de-
fined as «default risk in the result of faults and
mistakes in internal bank process which were made
on the part of employees through the information
system and also on the part of external events»
[11].

In such case Basel Committee indicates a par-
ticular place of operational risk in bank’s risk man-
agement system, whereas in the work of western
banking organizations this risk towards paper
losses takes the second place, being among credit
(the 1* place) and market (the 3™ place) risks. Tak-
ing into consideration this fact Basel II reasonably
recommends to consider operational risk as class
of its own risks, which must be supported by some
of bank stock, the name of which is «economic
capital under operational risk» [11].

Basel II suggests examining such categories of
operational risks as: staff risk, the risk of systems
and technologies, business risk, environmental
bank’s functioning risk.

A range of foreign pecuniary institutes uses op-
erational risk’s classification, proposed by Banker
Trust [12]:

staff risk is all risks, which are connected with
company’s employees, as to their unauthorized

actions, incompetence, dependence on certain ex-
perts, etc.;

technological risk is the risk, caused by infor-
mation system failure programmers or database,
data-transmission systems and other equipment
which is necessary for bank activities;

physical harm risk is the risk which occurs as
the result of natural catastrophes and other factors,
which can cause the damage of main equip-
ment,systems, technologies and banking resources
(such kind of risk is minimized by property insur-
ance);

risk of relationship is the risk which appears as
the result of relationships that are in business such
as difficulties in bank customer relationship and
lack of internal control;

external risk appears as the result of criminal
acts of external organizations, individuals and also
in the case of applicable regulatory change.

In methodological recommendations of Na-
tional Bank of Ukraine (NBU) from the evaluation
risk’s system such term as «operation-process risk»
is introduced.Under this risk the specialists of
NBU understand «potential risk for long-term exis-
tence of banking establishment that appears
through the disadvantages in corporate manage-
ment, internal control system or information tech-
nologies and reduction process from the standpoint
of management, universality, safety, control and
continuity of work» [13].

From our point of view present day operational
risk should be divided into the following subtypes
[14]:

1. Technological is the probability of rejection
from the planned financial indicators through inef-
ficiency of information technologies and reduction
process etc.

2. Executing risk is the probability of rejection
from financial indicators in the result of inadver-
tent violation and neglect official duty.

3. Deception is financial losses in the result of
fraud or embezzlement or property etc.

4.Corporative is the probability of rejection
from planned financial indicators through the mis-
takes in corporate management (conflict of inter-
ests, mistakes in workflow definition, distribution
of responsibilities etc).

5. Innovation is the probability of rejection
from planned financial indicators through the mis-
takes on the stages of the development and imple-
mentation of new (improved) banking products.
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6. Strategy risk is the probability of rejection
from planned financial indicators through the mis-
takes in target formation and development strategy

of the bank and extreme reaction into changes in
business environment of the bank.

The methods of operational risk decreasing for
its constituents are shown in tablel.

Table 1
The methods of operational risk decreasing for its constituents
Operational The methods of risk decreasing Bank’s structures that
risk constitu- controls operational risk
ents constituents
1 2 3
to monitor, to refresh to test the information systems, equipment, Bank management;
channels of communication etc.; Administration
. to hatch a plan of resumptioning IT- service; (department) of auto-
Technologi- . . . :
. to introduce the backup systems and the conservation of banking | mation of bank tech-
cal risk data: nologies;
to divide the functions among the departments which are dealing Executing agency of
with software development and Network service etc. risk management
to develop and to introduce the banker’s code of conduct; Bank management;
to raise the service standards and to monitor the customer experi- | Back office;
. ence; Executing agency
Esclicutmg to introduce the employee incentive programmer; of risk management
to carry out the motion and time study of wholesale banking;
to analyze the indicators of personnel administration (staff turn-
over, the amount of trained personnel etc).
Deception to implement the mechanism of timely identification and to stop Administration
the deception possibilities through banking information systems. (department) automa-
tion of bank technolo-
gies;
Back office
to provide the same attitude to the shareholders, apart from the Board of supervisors;
amount of stocks which belongs to them; Bank management;
to implement the principles of independent internal control; Executing agency
to introduce the procedures of defining people connecting with the | of risk management
bank and also the control and regulatory authorities for the opera-
. tions of people connecting with the bank;
Corporative . .
risk to draw up and to implement the assessment influence system of
managerial decisions on financial result of the bank;
to make a clear division of functional responsibilities of bank divi-
sions;
to depict and to describe the business processes of financial insti-
tutions;
to provide the timely and full financial information.
to implement the defining system of priority in development of Board of supervisors;
new banking products ( taking into consideration the risks); Bank management;
to establish the quality standards of a new or improved banking Executing agency of
product (operation card); risk management
Innovation to provide all banking institutions of necessary regulatory docu-
risk ments ,software,promotional materials;
to conduct staff training;
to make the test-market sales of a new product to loyal customers;
to develop the effective advertising campaign with the purpose of
sale promotion.
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Continuation of Table 1

Operational
risk constitu-

The methods of risk decreasing

Bank’s structures that
controls operational risk

ents constituents
1 2 3
— to make up the plan as to the structural bank reorganization (for Board of supervisors;
example, bank merger or take-over ); Bank management;
—  to monitor competing banks; Exe'cuting agency
Strategy risk | to implement the control system of quality realization of banking of risk management

— to make marketing research.

«Cloud» technologies increase the rate of tech-
nological risk.

Before the reviewing the instruments of de-
creasing the negative influence of «cloud» calcula-
tion in operational bank activities it is necessary to
find out the main banking advantages, of «Cloud»
technologies, they are:

1. Profitability. «Cloud» technologies essen-
tially allow to decrease the capital bank outlays on
the construction of tabulation centers, the purchase
of head-end equipment, hardware and software
decisions etc. (the main part of these expenses is
gobbled up by the provider of «cloud» services).
Additionally the bank saves on maintaining IT-
personnel, administrating etc.

2. Elasticity. «Cloud» technologies provide the
opportunity to change the configuration of corpora-
tive IT- infrastructure rapidly depending on the
current bank expenditures (a financial institution
purchases as many resources as it needs on the pre-
sent moment). «Cloud» resources are enough for
ordering a virtual «super-computer» or the infra-
structure for a bank and there are no problems in

software updating (the last copies are always
available), the compatibility of different operating
systems etc. During the peak demands (for exam-
ple during the preparation of year-end financial
statement) there is no need for planning the intro-
duction of supplementary information capacities as
far as «cloud» services may be fit automatically
and practically without limitation. The services
may be given, extended, narrowed at all times
without additional outlays on the engagement with
a provider, as a rule in automatic mode.

3. Mobility. «Cloud» technologies give the op-
portunity in a literal sense to carry individual
working place with you with mobile device and
Internet access at hand, a bank employee despite

purposes (the performance of strategic plans and budgets);
— to make up the plan as to the increasing of bargaining position
(diversification of a product, geography and clients);

his location always has the opportunity to access
his own virtual computer corporate systems, data-
base etc.

4. Self-service on demand. A bank independ-
ently defines and changes the computational re-
quirements (server time, the speed of access and
information handling, stored data amount) without
engagement with the representative of service pro-
vider.

5. High availability. «Cloud» services are
available during 99,5 percent of time but some
providers guarantee the access at the level of 99,9
percent

6. Data storage. The employees of the bank do
not need to worry about information change- over,
as the supporting materials are saved in «cloud»
(«cloud» infrastructure guarantees data storage).

Despite of the above mentioned advantages,
«cloud» market in Ukraine, in contrast with U.S or
EC markets, at the present time are in the process
of accumulation of primary experience of using
«cloud» decisions. But after the experts’ predic-
tions, already since 2015 it demonstrates the expo-
nential increasing for «cloud» markets of devel-
oped nations. Reusable market increasing in the
coming years causes the appearing of a new spe-
cific and important sector of Ukrainian economy
and infrastructure [15].

We offer to investigate the main risks of
«cloud» technologies:

1. Attacks on hypervisor. Hypervisor is one
of key element of «cloud» technologies. The main
function is the division of resources among virtual
machines. Attack on hypervisor may lead to the
fact that one virtual machine can get the memory
access and the access to the resources of another
one. Also it will be able to capture network traffic,
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to select physical resources and even to displace a
virtual machine out of server.

2. Attacks on operating systems. A great
number of virtual machines that are used in
«cloud» technologies require the availability of
defined management system that can effectively
control formation, transmitting and reclamation of
virtual machines. Interference into management
system can cause the appearance of virtual stealth-
machines, which can block the work of other ones.

3. Stability of connection. The main point of
«cloud» technologies requires the constant being in
online mode (Internet connection). The connection
through Internet must be stable and as well broad-
band. Partially the risk of the absence of connec-
tion may be decreased by data randomizing or the
development of branching algorithm into free run-
ning connection to change only critically important
data.

4. Dependence on supplier (provider) «cloud
» technologies or its failure. As the bank expenses
on migration from local environment into « cloud»
are rather significant so in the way when the sup-

plier of «cloud» decisions stops to satisfy bank
needs on any criteria (the pay hike for the use,
problems on the path data communication), so to
change it will be problematically. Firstly, in the It-
technologies market a provider can be absent, that
will be able to offer an appropriate level of
«cloud» decisions, secondly cash expenses and
time expenditures may be very large.

5. DDOS- attacks. DDOS- attacks are the at-
tacks on computer system with a view of making
computer resources not available for the users. One
of widespread methods of attacks is the saturation
of attacked computer or network equipment by a
large quantity of external queries (so attacked
equipment cannot answer the users or answers so
slowly that becomes unavailable in fact).

6. Data safety. The most banks are afraid of
eavesdropping data communication, the loss of
control on data and impossibility of information
destruction on the Internet.

The main risks of «cloud» technologies and the
tools of their decreasing are shown in table

Table 2

The main risks’ management of «cloud» technologies

Risk Characteristics Management
1 2 3

Attacks on The risk of resource division which may lead The standardization of algorithms’ access to

hypervisor to the fact that one virtual machine gets illegal the management funds of host-server; the
access to the storage unit and resources of use of native firewall (programmer that
another one protects computer systems ) host

virtualization
Attacks on The risk of appearance of virtual stealth The use of passwords,

operating system

machines which can block the work of another
virtual machines

certificates and codes

Connection
stability

The risk of degradation (or absence) Internet
connection

The data randomizing; the development of
branching algorithm into low rate mode con-
nection

Dependence on

The risk of absence the opportunity to change

The detailed approach to the choice of a pro-

supplier the provider of «cloud» technologies through vider; the work with the provider, which

(provider) the absence on the market another providers, uses the open standards

«cloud» means or time

technologies

Provider’s The risk of tie-up in giving of «cloud» The detailed approach to the choice of

bankruptcy decisions through provider’s bankruptcy provider; the work with a few providers; the
availability of strategy in changing provider

Communication | The risk of tie-up in business processes through | The choice of provider, that has data centers

loss with a the absence of access to provider in a few countries; the use of satellite

provider Internet connection; availability of backup

copy of critical systems in private «cloud»
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Continuation of Table 2

Risk Characteristics Management
1 2 3
Eavesdropping The risk of illegal access to the information The use of cryptography through the
through during data operation information transmission; the users’ training

the transmission

of information security rules

Compliance risk

The risk of receiving the penalties and other
sanctions from control device through the
violation of obligations from active legislation

The consultation with a regulator and
foreign auditors

The loss of The risk of opportunity absence to provide at The conducting of an audit provider’s

control at data or | the appropriate level the security through the security; making agreement with provider

infrastructure loss of control at data and infrastructure about data confidentiality; the service level
monitoring and incidents of contravention in
information security

The The risk of information outflow through the The data encryption in «cloud»; masking

impossibility of impossibility of data deletion in «cloud» out the information; specifically including

data deletion

technologies

the requirements on the procedure of data
deletion in SLA (the contract about the level
of providing services)

Management
interface cracking

The risk of deception through management
interface of «cloud» technologies

Two-factor authentication; data link
encryption

DDOS-attacks

The risk of attack on computer system with a
view of making computer resources unavailable
for users

The choice dos-stable provider; the work
with a few providers

The activity of
another users of

The risk of illegal access to the information and
the tie-up of business process through the

Detailed approach to the provider’s choice;
the work with a few providers

«cloud» activity of another users of «cloud»

technologies

Conclusions

«Cloud technologies» in the nearest future lead
the operational banking activity on a trans-
formational new level. This IT-technology may
become the main factor of improvement of com-
petitiveness in modern financial institutions.

But the use of «cloud» decisions is connected
with the certain operational risks in the first place
is the technological one.

On the bank level (micro level) to decrease the
size of risks that appear in the process of using
«cloud» technologies may be done with the help of
the following management decisions: detailed ap-
proach to the provider’s choice (supplier)
«clouds»; the development of plan actions in
changing a provider; the implementation of two-
factor authentication, data encryption and data
masking out; the training of bank employees to the
rules of information security; the advising with a
regulator and foreign auditors as to the risks of im-
plementing of «cloud» technologies.

From the positions of National Bank of Ukraine
(regulator) it is reasonable to make complex analy-

sis and summing-up, tendencies and perspectives
in developing of introduction of «cloud» technolo-
gies into banks, and also the development of na-
tional standards which establishes the appropriate
requirements to the quality and reliability of
«cloud» technologies and services on the financial
market of Ukraine.
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"Kad. «OGIiK, ayIuT Ta iHTeIeKTyanbHa BIACHICTSY, [HIIpPOIeTPOBCHKIH HAIOHANBHIHA YHIBEDCHTET 3aMi3HUIHONO TPAHCIIO-
pTy imMeHi akaznemika B. Jlazapsna, Byin. JlazapsiHa, 2, J{HinponeTpoBcbk, Ykpaina, 49010

YIPABJITHHSI PU3UKAMU «XMAPHUX» TEXHOJIOT'TH Y CUCTEMI
PUBUK-MEHE/UKMEHTY BAHKY

Mera. JlocniauTy pU3MKH 3aCTOCYBAHHS «XMapHHX» TEXHOJIOTIM B OmNepamiifHid JisuIbHOCTI OaHKY Ta HagaTH
pEeKOMEeHAaIii MO0 3MCHIICHHS TaKUX prU3nKiB. MeToauka. MeTomomoriyHuil miaxia mependadae pos3risa ypas-
JiHHA OaHKIBCHBKUMH PH3HKaMH (y TOMY YHCIIi ONEpallifHIMH, 1[0 BUHUKIN Yepe3 3aCTOCYBaHHSA «XMAapHUX» TeX-
HOJIOTiH) SIK 3 TTO3UIIil MPUIHATTSA OAHKOM ONTHMi3aliiHUX YIPABIIHCHKUX PIllIeHb, TaK 1 3 TO3UIIIHN peamizamii nux
pimeHs yepe3 opraHizamiiiHy cTpykTypy. Pedyabratn. Y po0oTi BHOKPEMIICHO PH3UKH «XMapHHX» TEXHOJOTIH,
JIOCITIJPKEHO 3aXO0JI 3MEHIICHHS ONepaliiHOro PU3MKY 3a WOro CKJIaJOBUMH, 3alIPOIIOHOBAHO PEKOMEH Al 00
HeWTpanizalii TeXHOJIOTIYHOTO PU3UKY, SKMH BHHHUKA€E Yepe3 3aCTOCYBaHHS «XMapHUX» obuucieHb. HaykoBa Ho-
BU3HA. 3aNpONIOHOBAaHO HAYKOBHMH MiAXIJ IIOAO YNPaBIiHHSA OaHKIBCBKUMH PU3UKAMHU, SIKMH, HA BIAMIHY BiJl iCHY-
10Y0T0, BKIIIOYAE IHCTPYMEHTH 3MEHIIEHHsS HEraTHBHOTO BIUIMBY 3aCTOCYBAaHHS «XMapHHX» TEXHOJIOTIH B omepa-
wiiHiA nisutbHOCTI 6aHKy. IIpakTHYHa 3HaYMMicTh. BUKOpHCTaHHS HaJaHUX peKOMEHJalii CTOCOBHO YITPaBIIiHHS
PHU3HKAMHU «XMapHHUX» TEXHOJIOTIH MiZBHILY€E €PEKTUBHICTh CUCTEMH PU3HK-MEHEDKMEHTY OaHKY.

Kniouosi crosa: «xmapHi» TeXHOJOTII, ONepaliifiHuil pu3nK, OaHK, CCTEMa PU3HK-MEHEKMEHTY
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KEJIE3HOJOPOKHOTO TpaHCIOpTa MMeHH akaaemuka B. Jlazapsna, yn. Jlazapsna, 2, /lHenpomneTpoBck, YKpanHa,
49010

YIPABJIEHUE PUCKAMM «OBJIAYHBIX» TEXHOJIOTYMH B
CUCTEME PUCK-MEHE/KMEHTA BAHKA

Henb. MccnenoBath pUCKU MPUMEHEHUS «OOJAYHBIX» TEXHOJOTHA B ONEPAMOHHOW JESATENLHOCTH OaHKa U
IIPENOCTABUTh PEKOMEHIALIUU 10 YMEHBLIEHUIO 3TUX PUCKOB. MeToauka. MeTon0J0rn4ecKUil oAX0A Ipeaoia-
raeT pacCMOTPEHHE YIIpaBIeHNsI OAaHKOBCKUMH PHUCKaMH (B TOM YHCJE ONEPALMOHHBIMU, KOTOPBIE BO3HUKIN H3-32
UCIIOJIb30BaHUS «OOJIAUHBIX)» TEXHOJIOTHI) KaK C MO3MLMUI NPUHATHSI OaHKOM ONTUMHU3AI[MOHHBIX YITPABICHUYECKHX
pelIeHni, TaKk U C TO3ULMK peanu3alny 3TUX PELIeHUH Yyepe3 OpraHu3aluoHHYI0 CTpyKTypy. PesyabTaTthl. B pa-
6OTC BbIJACJICHBI PUCKHU «OOJIAYHBIX» TCXHOHOFHﬁ, HCCJIICAOBAHbI MEPHI JJI1 YMCHBUICHUSA OINCPAMOHHOTO pUCKaA IO
€ro COCTaBJISIOUIUMHU, MPEITI0KEHBI PEKOMEHAIIMY OTHOCUTEIBHO HEUTpaNIu3alui TEXHOJIOTHUECKOrO pUCKa, BO3-
HUKAIOIIETO W3-3a MPUMCEHCHUS «OOJIaYHBIX» BhraucicHuil. HayuHasi HoBH3HA. [IpeayiocxkeH Hay4HBIH TOIXOI K
VIPaBJICHUIO OAHKOBCKUMH PUCKAMH, KOTOPHIH, B OTIMYHE OT CYMICCTBYIOIICTO, BKIIOYACT HHCTPYMEHTHI YMCHb-
[ICHUST HETaTUBHOTO BIUSHHS TPUMCHEHHUS «OOJAYHBIX» TEXHOJOTHI B OIEPAIMOHHOW NEATEIFHOCTH OaHKa.
I[pakTnyeckasi 3HAYUMOCTD. VIcronp30BaHNE TPEIOCTABICHHBIX PEKOMEHIAINH 110 YIIPABICHUIO PUCKAMH «00-
JIAYHBIX)» TEXHOJOTHHA TOBEIMAET d3PPEKTHBHOCTh CHCTEMBI PUCK-MCHEDKMEHTa OaHKa.
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