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[TosicHrOBasIbHA 3amUCKa 10 KBaJi(ikaIiiHoi podoTn OakaiaBpa:
(piBEHBb OCBITH)
31c., 8 puc., 3 Tabu., 4 nogatku., 30 mKeper.
O06'exT po3pOOKH — ITpOTpaMHa MOJICIIb JJIsl BU3HAYEHHS MEPEKEBUX aTaK KaTeropii

U2R.

Meta pobGoTu — BH3HAuUEHHS MepexeBUX aTak kKateropiii U2R 3acobamu
camoopranizyrodoi kaptu KoxoneHa.

Metoau nocnipkeHHs — camooprasidyroua kapta Koxonena, moBa Python 3
BUKOPHUCTAHHSAM CTaHAApPTHUX 010J110TEK, OIlIHKA SIKOCTI BU3HAYEHHSI aTak.

CtBopeno B Python nporpamuy monens «SOM_U2R», B OCHOBY sIKO1 MOKJIaJeHa
camoopranizyroua kapra KoxoHeHa. Y sSKOCTI BUXIIHHX JaHHUX MPOTPAMHOI MOEi
B3sTO 41 mapameTp mepexeBoro Tpadiky Ha ocHoBi 6a3u NSL-KDD nsisa BuzHaueHHs
HacTynHux knaciB: Rootkit, Bufferoverflow, Loadmodule. Ha cTBopeHiit mporpamHiii
mozeni «SOM _U2R» mpoBeieHO MOCTIIKEHHS MOMUIIKH 32 PI3HOK0 KUJIBKICTIO €TMOoX
(10, 20 Ta 50) mpu pizHuUX po3Mmipax kapTtu: 5*5; 10*10; 20*20. BuznaueHo, 1o
HaliMeHIlle 3HAYeHHS NOMMJIKU aocsraeTbesa Ha kapti 20*20 mpu 10 emoxax. Kpim
TOro, TMPOBEACHO JOCHIIKEeHHS F-Mmipku 3a pPI3HOK KUIBKICTIO €MOX HaBYaHHS
CaMOOPraHi3ylo4oi KapTu.

PexoMennoBaHo cTtBOpeHy nmnporpamHy wmoxaenb  «SOM U2R»
3mo0yBadyaM  mepmioro  (6akamaBpChKOTO)  CTyHEHsS  CHEIIaJIbHOCTI

«KibepOesmneka» MpH BUKOHAHHI CaMOCTIMHOT pPOOOTH 3 JAUCHUILIIHU

«JIokanbHI MEPEXi».

Kiouosi cioBa:  ATAKA, LOADMODULE, ROOTKIT, BUFFER

OVERFLOW, NSL-KDD, SOM, PYTHON, IIOXUbBKA, AKICTb, F-
MIPKA.
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BCTYII

CtBOpeHHS €(EeKTHUBHOI CHCTEMH BHSBIECHHS MEPEKEBUX aTaK BHMAarae
3aCTOCYBaHHSI SKICHO HOBHUX IMAXOAIB 10 00poOku iHdopmallii, sSKi MOBUHHI
IPYHTYBaTUCAd Ha aJalNTUBHUX aJIrOpUTMax 3JaTHUX 10 caMoHaBuaHHsA. HailOubin
NEPCIEKTUBHUM HANpPSMKOM Y CTBOPEHHI MOJIOHMX CHUCTEM BUSBICHHS aTak Ha
KOMIT'IOTEpPHY MEpEeXYy € 3acCTOCYyBaHHS HEHPOMEpPEXKEBUX TEXHOJIOTIH, 10
HIATBEP/HKYE aKTYaJIbHICTh TEMHU JaHOI POOOTH.

Mertoro naHoi poOoTH € BUSIBICHHS MepekeBUX kiaciB kareropii U2R 3acobamu
camoopranizyrouoi kaptu KoxoHena. BiamoBiiHO A0 MeTH MOCTaBJEHI HACTYIIHI
3ajayi:

1. BukonaTu orisa HEMPOHHUX MEPEXK 010 BU3HAYEHHSI MEPEKEBUX aTaK.

2. CrBopUTH HOporpaMHy MOJENb caMoopraHizytouoi kaptu KoxoHeHa miis
BUSIBJICHHSI MepexeBux kiaciB kareropii U2R.

3. Bu3HauMTH ONTUMAJIbHI NApaMeTpu caMoopratizyrouoi kaptTu KoxoHeHa Ha
CTBOpEHI1# mporapamHiil Mozeri.

4. IlpoBecTu IOCHIIKEHHS MapaMEeTPiB SKOCTI BHUSBJICHHS MEPEKEBHUX aTak Ha
CTBOPEHII MporapaMHiii MOJENI.

Ha cyuacHoMy eTami BUSIBIEHHSIM MEPEKEBUX aTaK 3 BUKOPUCTAHHIM HEUPOHHUX
MepexX 3aliMaroTheCs pi3Hi BueHi Ta HaykoBui: JKykosuipkuii 1. B., XKynskos E. B.,
€scee C. 1., MycradaeB A. I', [TaxomoBa B. M., IlImatko O. B. ta in. [lutanusam
MepeXeBoi Oe3MeKd 3 BUKOPHUCTAHHSIM HEHPOMEPEKHUX TEXHOJIOTIM MPUCBIYEHI
TaKOX HAyKOBI Mpalll aBTOPIB JAepKaB JalbHHOro 3apyoixoxs: Amini M., Bhavin S.,
Gunes K., Hadavandi E., Hotho A., Karpinski M., Kruti C., Landes D., Malcolm I.
Milevskyi S., Ompriya K., Ortiz A., Rezaeenour J., Ring M., Scheuring D., Wunderlich
S., Zincir-Heywood A. JIns BusIBICHHS MEpEeXKEBUX aTaK BUCHI HAJAIOTh IEpeBary
HACTYITHUM HEHpPOHHMM MepekaMm: OaraToliapoBUi MEPCENTPOH, CaMOOpraHizyroua
KapTa, pajialibHO-0a31CcHA Mepexa, HEHPOHEUITKa MepeKa.

Jlana po0OoTa CKJIaJa€ThCs 13 BCTYIY, JBOX PO3JLUIIB Ta BUCHOBKIB. Y TEPIIOMY

PO3/I1JII BUKOHAHUM OTJIS[] HEUpOMEpe K Ta MiAXOJIB I[0JI0 BUSBICHHS MEPEKEBHUX
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atak. Y JpyroMmy po3fiii copMyiibOBaHa TIOCTAHOBKA 3ajadi BUSBICHHS MEPEKEBUX
wiaciB kareropii U2R: buffer overflow, loadmodule, rootkit. 3 Bukopuctanusm 06a3u
nanux NSL-KDD. Kpim Toro, B ibomy po3aiii ckiageHa B Python nporpamua monaens
«SOM_U2R» 3 BUKOpHCTaHHSAM amapaTy camoopraHizyrodoi kapra Koxonena 3
BUKOPUCTAaHHSM YOTUPHOX HeWpoHiB Ha mapi Koxonena Tta 41-ro mapamerpiB
MepexxkeBoro Tpadiky. Takox mpoBeneH1 AOCIIKEHHS ONTUMAJIbHUX MapamMeTpiB
HEWPOHHOI Mepexi Ha cTBOpeHid mporpamuiid monen «SOM_U2R» Tta gocmimpkeHHs
MapaMeTpiB SIKOCTI BUSIBJICHHSI aTak: MOMUJIKU TMEPILOTO 1 APYroro poay; KOPEKTHOCTI
BU3HAUEHHS MEPEKEBUX aTaK; MIOMUJIKOBHX CIIPAIlbOBYBaHb; JOCTOBIPHOCTI; TOYHOCTI
Ta TTOBHOTH.

Pe3ynbpTaT BUKOHaHHS KBali(ikaliiHOi poOOTH MOAaBaIMCI A0 MIXHAPOIHOTO
KOHKYpPCY CTYJISHTChKMX HaykoBuUX MpoekTiB «Black Sea Sciense 2022y, saxuii
npoBoauBcsi B OnecbKOMy HAIllOHAJLHOMY TEXHOJOTIYHOMY YHIBEPCHUTETI 3a
MiATPpUMKOI0 MiHicTepcTBa OCBITH 1 HaykH Y kpainu mij erioro Black Sea Universities
Network ta ISEKI-Food Association 3a nampsmkom «IH(popmariiiiHi TEXHOJOTII,
aBTOMATHU3allis Ta pOOOTOTEXHIKAY.

Kpim Toro ampoOaiiisi oTpuMaHuX pe3yJbTaTiB BinOynacs Ha BceykpaiHCbhkii
HAyKOBO-TEXHIYHIN KOH(EpeHIli CTYACHTIB Ta MOJOAUX YYEHHUX, II0 MPOXOAUJa B

VYkpaincbkuit Aep>kaBHUM yHIBEpcUTET HaykH 1 TexHojorii (YIYHT) 2022 p.



1 OI'JIAd 1 AHAJII3 NPEAMETA JOCIAXEHD

1.1 HelipoHHi Mepeski 111010 BU3HAYEHHS MepPe:KeBUX aATaK

Ha cydyacHoMy erarii BUSIBIEHHSIM MEPEKEBUX aTaK 3 BUKOPUCTAHHAM HEHPOHHUX
Mepex 3aiiMaroThesl pi3Hi BUueHi Ta HaykoBIll. Tak Kruti C., Bhavin S. Ta Ompriya K.
y CBOiil HayKOBiif poOOTI [1] BUKOPUCTOBYBAIM CUCTEMY BUSBIICHHS IPOHUKHEHD 1110
0a3yeTbCsl Ha 3pOCTAIYOI0 lepapXIYHOI CAMOOPraHi3yloUu0I0 KapTOkO JJ1s1 BUSBIICHHS
atak tunmy U2R ta L2R. B inmiit po6oti [2] Kapmincski M., lImatko A., €8ceis C.,
XKankapuyk /l., MineBcbkuit C. BUKOPHCTOBYBAJIM OaraToIIapoBHil IEPCENITPOH IS
BUsiBIIeHHS aTak kjaciB R2L, U2R, Probe, DOS. ¥V cBoiit po6oti [3] KykoBunibkuii 1.
B., ITaxomoBa B. M., Octaneup /. O., [uranok O. I. BUKOPUCTOBYBaJIM HEHPOHHY
MepexXy 0ararouapoBoro rnepcenTpoHa Jjisi BUSBIICHHS MEpEKEBUX aTak kiaciB R2L,
U2R ta DoS. VY po6orti [4] B axiit Wang M., Lu Y., Qin J. BUKOpHCTOBYBaJIM HEUPOHHI
MEpEeKi Taki ik OaraToapoBuil MEPCENTPOH, paaiaabHy 0a3ucHY (QyHKIIIIO HEHPOHHOT
MEpeXi, HABUAIOUMNCS BEKTOP KBAHTYBAHHS Ta CaMOOPraHi3ylouy Kapry i
BusiBiieHHs: DDoS atak. Vinicius de Miranda Rios Ta #ioro komaHa BUKOPHUCTOBYBAJIH
JBa MIJIXOJM JUIsl BUSIBJIICHHA MepexkeBux atak. [lepmmit miaxia [S5] BUKOPHCTOBYE
OaraTomapoBUil MEPCENTPOH K OCHOBY JJIsl aJITOPUTMIB 1110 BUKOPUCTOBYIOTHCS IS
BusiBiieHHs DDoS atak: k-HalflOnmK4ux CyciiB, METOJ] OTIOPHUX BEKTOPIB. Y 1HIIIOMY
M1JIX0/11 BUKOPUCTOBYIOTh KOMOIHAIIIIO 3 TPHOX PI3HMX METOIB: €BKJII0Ba BiJCTaHb,
OaraTomnrapoBuil MEPCENTPOH Ta HEUITKa JIOTiKa. Y pobOoTi [6], O TPOBOIUIOCH
JOCIIJIPKEHHSI BUSIBJICHHS MEPEKEBUX aTak 3 BUKOPUCTAHHSM CaMOOPTraHi3yrouoi
KapTu. [l HaBsYaHHS 1 TIEpEBIpKH PoOOTH HEHMPOHHOI Mepeki BUKOPUCTOBYBAJIach
0a3za nanux NSL-KDD.

Ha cyuacHomy eTarni HalHO1IbII MEPCIIEKTUBHUM HAIIPSIMKOM Yy CTBOPEHHI CUCTEM
BUSIBIICHHS aTaK € 3aCTOCYBaHHS HEHPOHHUX MEpEkK: 0araTromapoBOro MEpCenTpoHy
(Multi Layer Perceptron, MLP) [2, 7, 8]; pamiansHo-0a3ucHoi mepexi (Radial Basis
Function Network, RBF) [9]; camoopranizytouoi kaptu Koxonena (Self Organizing
Maps, SOM) [1, 6, 11]; neitponeuiTkoi mepexi (Adaptive-Network-Based Fuzzy
Inference System, ANFIS) [9] Ta Ha oCHOBI TO€THAHHS METOIB OOYHCIIIOBATIHLHOTO

iHTenekTy [9, 10].
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3 ogHOTO OOKY, HEMPOHHI MEPEKi 3 PI3HUMHM TOIOJIOTISIMU MOXKYTb BUSIBJISITH Pi3H1
aTak, ajyie MOMUJIKOBI CIIPAIlbOBYBaHHS TAKOXK BiIOYBAIOTHCS HE 3aBKIM HA OJTHUX 1
TUX CaMUX MEPEXKEBUX MaKeTax MpH aHalli3l 3a JOMOMOTrOI0 PI3HUX TUIIB HEHPOHHUX
Mepex. KpiM Toro, KO>KHHMIM TUIT HEUPOHHOT MEPEKi Ma€ CBOI MepeBaru Ta HEJIOIKH,
K1 HEOOXITHO BpaxoByBaTH a0O MPOBOAMTH AOJATKOBI mocmimxeHHs. Hampuxman,
xoua mepexka RBF 1 HaBuaerbcs mBuamie Hixk Mepexxka MLP, ane HeoOXimaHO
BU3HAYUTH KUIBKICTh pajiaIbHUX €JIEMEHTIB, pO3TAIOBYBAaHHS iX LIEHTPIB 1 3HAYCHHS
BiaxuieHHs, Moneiab RBF moTpebye nekinpka OUIBIIOI KUTBKOCTI €I€MEHTIB, TOOTO
OyJe mpalroBaTH TMOBUIBHINIE 1 MOTpeldye Oulblne mam’sTh, HiX Monaenb MLP.
OOpoOka BETUKOTO 00CSITY MEpexHOro Tpadiky, SKH MOCTIHHO 3MIHIOETHCS, Ha
ocHOoBI MLP 3 BHUKOpHUCTaHHSM MAIIMHHOTO HAaBYaHHS TMPU3BOJAUTH JI0 BEIMKOT
KUIBKOCTI TOMMJIKOBUX CIIpallbOBYBaHb 1 MPOMYCKIB aTak, IO TaKOX MOTpedye
IPOBEJCHHS JOJATKOBHUX JOCIIDKEHb JJIs BU3HAYCHHS ONTUMAIBbHUX MapaMeTpiB
HEUPOHHOT MEpexKI.

3 iHIOro OOKY, POOIATHCS CIPOOM BUKOPUCTAHHS HEHPOHHUX MEPEX Ha PI3HUX
piBHsx. Tak, Hanpukian, B [3] po3risiHyTa CTPYKTypa FiNOTETUYHOTO KOMIUIEKCY, SKa
Ipe/cTaBlIeHa Ha pUCYHOK 1.1, Ta ckiaaeTses 13 1At HelpoHHux Mepex (HM) tumy
OaraTomapoBuit nepcentpon: HM1 — s BusHaueHHst kareropii kiacy araku (DoS,
R2L, U2R, Probe) abo daxty Toro, o ataku He 0ysno; HM2...HMS — nys BusBiIeHHS
MEPEKEBOT0 KJacy aTaku, SKIIO0 Taka Maia Mmicie OyTH (KOKHAa 3 LUX YOTHUPHOX
HEHPOHHUX MEPEX BIAIMOBIIA€ OAHOI KaTreropii aTak i BMi€ BH3HAYaTH KJACH, IO
HaJieXkaTh TUIbKY 11iH Kateropii). KoMmmuieke BKItoUae Mo1yjib BUSBJICHHSI MEPEKEBUX
aTak, 0 OTPUMYE JIaH1 PO 3’€JHAHHS B1Jl MEPEXKEBUX JAaTUMKIB 1 BUIA€E PE3YIbTAT 10
Moyt pearyBanHsa. CurHan Bix HM1, sikuii BUSBIISIE KaTETOPIO aTaku, yepe3 KIIod
«KJIIOY» BMHUKA€E OJIHY 3 HEMpoHHMX Mepexxk HM2...HMS, sfka BU3HaAUNTh MEpEKEBUI
KJIaC BiJIMTOBITHO JI0 KaTeropii.

VY [12] BukoHaHUM OIS/ ICHYFOUMX HAOOPIB JAaHUX, HAMOJIBII OIMPEHUM 13 IKUX
€ 0aza manux NSL-KDD, mo ctBopeHa 3 iHIIIaTUBH YTPaBIiHHS MEPCHEKTUBHUX
TOCHiTHUIIBKUX TIpoekTiB MinictepcTtBa oboponu CIIIA (DARPA) na ocHoBi 6a3u

nanux KDD’99 [13]. Tpeba Bu3HA4YMTH, 1110 HA CHOTOHI ICHYE IUIHI psAJl HAYKOBHUX
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pOOIT pI3HUX BUCHHMX Ta HAyKOBIIIB 10 BU3HAUYCHHIO MEPEXKEBUX aTak Kareropiit DoS
ta Probe, ane moctaTHbo Mano poOiT, MPUCBIYECHUX JTOCITIKCHHIO MEPEKEBUX KIIaCiB
o0 kareropiit R2L ta U2R. 3rigno 3 [1] icHyt0U1 CHCTeMH BUSIBJICHHS] BTOPTHEHb Ha
OCHOBI CaMOOPTraHI3yIOUUX KapT MaloTh TPYIHOII, K1 IMOB’s3aH1 3 BEJIUKUM YacoOM

00YHCIIEHD 1 HU3bKOK Y4acTOTOr BUABIeHHS aTak U2R 1 R2L.

Momayns BHABISHHA aTAK
. - ] P " Mogyns eianmoeimi
Mepeseri gaTaHEE . | Emu >  HM2

Emod | > HM3

| EJTFOT > HM4

| 1{,'1}011‘—' >oEMS [

i1, cupAasoramsi Ha
MPOTHIK HamaTy

ITudopmarriiiga crrcTemMa

Pucynok 1.1 — CTpykTypa rinoTeTH4HOro KomIuiekcy [3]

VY [14] mpoBeneHO AOCTIHKEHHS IBOX ITiIX0IIB MO0 BUSBICHHS MEPEKEBUX aTaK
3 BUKOPHUCTaHHSM OJIHOI HEHPOHHOI Mepexi Ta KOMIUIEKCY HEWPOHHHUX MEpPEkK Ha
OCHOB1 pPO3paxyHKYy TIOKa3HHMKIB SIKOCTI BHW3HAYEHHS aTaK, CEpell SKUX Barome
3HAYEHHS MAIOTh MMOMIJIKH TIEPIIOTo Ta Apyroro pomay. [loMuika mepmoro poay — 1e
KUTbKICTh HeBipHO BusiBlieHuX atak (FP, False Positive). [lomunka agpyroro poxay — 1e
kuTbKicTh mipomyckiB atak (FN, False Negative). Tak, nanpuxnan, B [15] po3rnsaayTuii

HOBUM M1X1 10 MOOYA0BU 0araTopiBHEBOI MEPEKHOT CUCTEMU BUSBIICHHSI BTOPTHEHD,
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SKUH TOJIsSITae€ B TOMY, 11O TPYIH OJHOTUITHUX MapaMETPiB MIKMEPEKHOI B3aEMOI1
MOJIAl0THCSA Ha BXOJM OKPEMHUX MOJYJIIB MEPIIOTO PIBHS, KOXKEH 3 SKUX MPEICTaBIsIe
c00010 1€EpapXIYHy CTPYKTYPY ACKUIBKOX HEHPOHHUX MEPEK PI3HOTO TUITY 1 BUKOHYE
BUSIBJICHHSI aHOMaJIIi MO 3ajJaHid rpymi mapametpiB. PesyiabTatu poGOTH MOJIyiB
NEPIIOr0 PpIBHS MOAAIOTHCS Ha BXiJl BUpINIyBaya APYroro piBHs, LIO MpHUiIMae
OCTaTOYHE PIIICHHS MPO HAABHICTh aTaku Ta ii Kiacudikaiii. 3a JaHUM M1IX0JI0M
AMOBIpHICTh BU3HAa4YeHHS BioMux atak ckmana 91 %, BUSBICHHS BTOPTHEHD,
iH(dopmarii npo skux He Oyno mpu HaBYaHHI, ckiana 86 %. OmHak, po3poOIeHMI
IPOTOTUI MA€ BIIHOCHO 3HAaYHYy MMOBIpHICTH omMuiku II-ro poxy 18 %, anamiz ta
BUTIPABJICHHS TPUYMH [HUX TOMHWJIOK € TIEPCIEKTUBHUM IS  TIOJAJBIIOTO
JOCITIIKEHHS.

1.2 3aco6u nmporpamHoi peaJtizamii

PeanizyBaTu HEMpOHHY MEpeXy MOXKHA 3 BUKOPHUCTaHHSM HeMpomakeTa, abo 3
BUKOPHCTAHHSAM YyHIBEpCATbHUX MOB TpOTpamMyBaHHA. Y cBoiid poOoti [3] mo
BUSBIICHHIO MepexeBux artak JKykosuupkuii I. B., ITaxomosa B. M., Ocraneus /. O.,
[Muranok O. [. BHUKOPUCTOBYBaJIM JUIsi CTBOPEHHS IMPOTPAMHOI MOJENI MOBY
nporpamyBaHHs Python Ta dpeiimBopk Tensorflow 1.2 nnst BUSBICHHS MEpeKeBUX
atak kmaciB: DoS, U2R, R2L, Probe. [laxomoBa B.M. Tta KonnoB M.C. y cBoii
po6oti [14] 1o JOCHIMKEHHIO TIAXOMIB JO BHSIBICHHS MEPEXKEBUX aTak
BUKOPDHCTOBYB&JIM  HEHPOHHI  Mepexi  OaraTomiapoBuil  MEpCenTpoH  Ta
CaMOOpraHi3ylouy KapTy IO CTBOpeHI y mporpamHomy maketri MatLAB. ¥V cBoix
nocmigax [4] 3 BusBieHHs DDoS arak 3 BHKOPUCTaHHSAM 0OaraTollapoBOIO
nepcentpony Wang M. Ta Horo KomaHja peani3oByBajJl HEUPOHHY MEpEXKY Y
nporpamHomy mnaketi MatLAB.

1.3 OcHOBHi BUCHOBKH

1. Ornsg  HAYKOBUX JDKEpEN  IIOJ0 BUSBICHHS MEPEKEBUX aTak TOKa3aB
MOJKJIMBICTh BHKOPUCTAHHS HACTYITHUX HEHPOHHUX Mepex: 0araromrapoBoro
HEPCENTPOHY, CAMOOPTaHi3ylouo0i KapTH, paaiaibHO-0a31CHOT Mepexi, HEHPOHEUITKOT
mepexi. [lns monmampmioro  BUKOHAHHS — KBaiigikariiiHoi poboTu  0OpaHO

camoopranizytouy kapty KoxoHeHa, ToMy 110 BOHa 3aCTOCOBYEThCS 10 Oaratbox
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pi3HuX obnacTtell KOMI'tOTepHOi Oe3MeKr MO 3HAXOJKEHHIO MOTeHLIWHUX 3arpo3 Ta
BUKOPHUCTOBYETbCA I BUPIMICHHS a00 JOMOMOTH IHIIMM METOAAaM y BHpIIICHHI
npoOJieMu Oe3MeKH.

2. Orman HAYKOBUX JIKeped IIOZI0 BUSBICHHS MEpPEXKEBUX aTak
IPOJAEMOHCTPYBAaB MOXIJIMBICTh peajizallli HEWPOHHHX MEPEX 3a JAOMOMOIOI0
HeliponakeTiB: Deductor Studio, GENESIS, NEURON, Brian, NEST, XNBC, Neural
Planner, Partek Discovery, ThinksPro, RapidMiner, BrainMaker Process Advisor Ta
1H1I1; Ta MOB mporpamyBanHs: Python, Lisp, C++, Java, R, Prolog. [lna noganemioro
BUKOHAHHS KBamidikaiiiHoi po6oTu obpana moa Python, Tomy 1110 Bona mae 6araro

616i0TeK /TSI peaizailii camoopranizyr4doi kaptu Koxonena.

2 CTBOPEHHSI HEMPOHHOI MEPEXI JIUIS BABHAUEHHSI ATAK
KATEI'OPII U2R

2.1 IlocranoBka 3agaui

CtpiMKHMII PO3BUTOK KOMIT FOTEPHUX MeEpeX Ta 1HGOpPMALIMHUX TEXHOJOTIH
BUKJIMKAE Psii TOpoOJeM, IMOB’SA3aHUX 3 OE3MEKOI0 MEPEKEBUX PECypCiB, SKI
noTpedyIoTh ePeKTUBHUX MiAX0M1B. BUKOpHCTaHHA HelpomepexeBOi TEXHOJIOTII €
HaWOUIBII palliOHAIBHUM, OCKIJIBKM HEUPOHHI MEpeki MarOTh HACTYIHI MepeBaru:
BUPIIIIECHHS 33/1a4 TPU HEBIAOMUX 3aKOHOMIPHOCTSIX; CTIMKICTh JIO IIyMIiB BXITHUX
JAHUX; aJanTyBaHHA 70 3MiH y HaBKOJIMIIHIA Ccepeil; TMOTEHI[IHHA HaJBUCOKA
MIBUJIKOMIS. Y JaHiii poOOTI HEOOX1THO BUSBIISATH MEPEKEBI KJIacU aTaku KaTeropii
U2R. Mepexesi ataku kateropii U2R — arakwu, 110 € excruTyaTaiiero CucTeMu, i 9ac
AKOT Xakep IOYMHAae pPoOOTy B CHCTEMI 31 3BHYAUHUM OOJIIKOBUM 3alUCOM
KOPUCTYBaya 1 HAMAaraeTbCs 3J0BXXUBATH BPA3JIMBUMHU MICISIMU B CHUCTEMI, 11100
OTpUMAaTH NpUBLIET cynepkopucTyBaya. Lleit Tum ataku po3aisieTbesl Ha Taki KIacH:
Buffer overflow, Loadmodule, Perl, Rootkit [16].

Buffer overflow — Bua ataku, Kojiu 3JOBMHUCHHUKH BUKOPHUCTOBYIOTH MpPOOJIEMU

nepenoBHeHHs1 Oydepa, mMepe3anucyroud mnam’saTh nporpamu. lle 3miHIOE mIIsax
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BUKOHAHHS MPOrpaMu, BUKIMKAIOUX BIJIMOBI/Ib, SIKa YIIKOKYE (aiiian a0 po3KpUBaE
ocobucty iHpopmartiro [17].

Loadmodule — e araku xopuctyBaya Ha Root mpotu cucrem SunOS 4.1, ski
BUKOPUCTOBYIOTh BIKOHHY CHUCTEMY XNEWS JJi1 JABOX JWHAMIYHO 3aBAHTAXKyBaHUX
TpaiiBepiB sapa B (pailyi MOTOYHOT CUCTEMH Ta CTBOPIOIOTH CHEIialbHI MPUCTPOI B
KaTayo3si /dev, 1o6 BUKOPUCTOBYBATH 1X MOaYJ1. Uepes MOMUIIKY B TOMY, SIK ITporpama
Loadmodule ouuniae cepenoBuiie, HeaBTOPU30BaH1 KOPUCTYBadl MOXKYTh OTPUMATH
root-0CTYI Ha JIOKaJIbHIM MamuHi [ 18].

Perl — me Bua araku, ska BUKOPUCTOBYE TMOMHJIKY B JICSIKHX peajizallisiax
Perl.Suidperl; nie Bepcis Perl, sika minrpumye 30epexeHi cuenapii set-user-ID 1 set-
group-ID. V¥V pannix Bepcisx Suidperl inTepmpeTaTop HaJICKHUM UYHHOM HE
BIJIMOBJISIETECA  BIJlT CBOIX TpHBLIErid root mnpu 3MiHI Horo e(eKTUBHUX
imeHTudikaTopiB KopucTyBauiB 1 rpyn. Y cucremi, sika mae Suidperl, abo Sperl,
nporpaMa BCTaHOBJIEHAa Ta MIATpUMYE 30epexkeHuil igeHTudikarop set-user-ID Ta
30epexeHult ieHTudikaTop rpynu set-group, Oyab-XTO 3 JTOCTYIIOM JI0 OOJIIKOBOTO
3aIMCy B CUCTEMI MOKE OTpUMaTH root-gocTyi [19].

Rootkit — 11e mporpama (a6o Habip mporpam), sika BCTAHOBIIIOE Ta BUKOHYE KO Y
cuctemMi 0e3 3roaum abo BiJjoMa KIHIIEBOIO KOpUCTyBada. BiH BHUKOpPHUCTOBYE
MPUXOBAHICTb, 1100 MIATPUMYBATH MOCTIMHY 1 HEMOMITHY NPHUCYTHICTh Ha MalIUHI.
PyTkiTH HE 3apa)karoThb KOMII'IOT€PH LIKIJIMBUM MPOTpaMHUM 3a0e3leueHHsIM, a
HaMaraloTbCsi CTBOPUTH HEBUSBIICHE CEPEIOBUIIE SISl BUKOHAHHS IITKIITUBOTO KOJY.
PyTKiTH BCTaHOBIIIOIOTHCS B CUCTEMAaX 3a JOMIOMOTOIO COIIalIbHOI 1HXKEHepii, i Jac
3aIyCKy MIKIITTMBOTO MPOTPaMHOTO 3a0e3MeueHHs a00 MPOCTO MUISXOM TMEperisiay
HIKIJIMBOTO BeO-caiiTy. Ilicnsi BCTaHOBIEHHS 3JIOBMUCHHUK MOKE BHKOHYBATH
NpPaKTUYHO Oyab-sAKi (yHKIII B CHCTeMI, BKJIIOYAIOYM BIJJAJICHUN JOCTYI,
MJICTYXOBYBaHHS, a TaKOX MPUXOBYBAaHHS MPOILECIB, (aiiliB, KIIOYIB PEECTPY Ta
KaHaiB 3B’s13Ky [20].

¥ 6a31 NSL-KDD [13] mpeacTaBieHo y AOCTAaTHIM KUIBKOCTI MapamMeTpH s
mepexxeBux kiaciB  Buffer overflow, Rootkit, Loadmodule. Ockinbku B 0a3i

HEJI0OCTaTHBO MapameTpiB AJis kiacy Perl, BiH He Oy/ie BUKOPUCTOBYBATHUCH.
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2.2 Camoopranizyroua kapra KoxoHeHa sIk OCHOBHHII MeTOJ BHpPIilLIEHHS
3ajgay4
Heiiponna meperxkxa KoxoHeHa mpu3HadeHa Al BUPIMIECHHS 3a/1a4d KIACTEPHOTO
aHaji3y Ta 00’€IHaHHS MHOXXHMH J[1IarHOCTUYHUX O3HAaK y Tpymnu, GopMyBaHHS KJIaciB
nedextiB OK, BuzHaueHHs ioro crany Tomo [21]. Bin moainserscs Ha 6arato BB
3a crnocobaMy HalalmITyBaHHsA Bar. Y Ja”Hii  poOOTI BUKOPHCTOBYBajlach
camoopranizyroua kapra KoxoHeHa, sika 3acHOBaHa Ha HaB4YaHHI 0€3 BUYWTEIS.

CtpykTtypa camoopranizytouoi kaptu KoxoHnena npezcrasiena Ha puc. 2.1.

x41

Pucynok 2.1 — CtpykTypa camoopratizytouoi kaptu Koxonena

VY AKOCTI TOYaTKOBUX MapaMeTpiB B3ATO [22]:

X1 (duration) — TpuBaiicTh 3’ €AHaHHA (Y CEKyHAaX);

X2 (protocol type) — TUIT TPOTOKOJTY TPAHCIIOPTHOTO PiBHS;

X3 (service) — cepBUC MPUKIIAHOTO PIBHS;

X4 (flag) — cratyc 3’ eaHaHHS;

X5 (src_bytes) — KIIbKICTh OaWTIB BiJ JpKepelia 10 TPU3HAYCHHS;
X6 (dst_bytes) — kiIbKiCTh OaiTIB BIAMOBIII KIIEHTY;

X7 (land): 1 — six110 3’ €1HAHHS B1JI/I0 TOTO CAMOI'0 XOCTa/TIOPTa;
X8 (wrong_fragment) — KUIbKICTh «XUOHUX» ()parMeHTIB;

X9 (urgent) — KITbKICTh TEPMIHOBHX TAKETIB;

X10 (hot) — KITBKICTh «rapsiaux» 1HAUKATOPIB;
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X11 (num_failed logins) — KUIBKICTh HEBJATUX CIPOO peecTpartii;

X12 (logged in): 1 — sxmo ycmimHui BXix B cuctemy; ) — SIKII0 HEYCHIIIHUH;

X13 (num_compromised) — KIJTbKICTh «KOMIIPOMEHTYIOUYHX» YMOB;

X14 (root_shell): 1 — saxmro root shell orpumanuii; 0 — iHakIe;

X15 (su_attempted): 1 — K10 BUKOHYBaJIaCh «su rooty; 0 — iHaKIIe;

X16 (num_root) — KITBKICTh «r00t» JOCTYIIIB;

X17 (num_file creations) — KiJIbKICTh OTeparliiii CTBOpeHHs (aiisis;

X18 (num_shells) — KiTbKICTh 3aMKUTIB HA HaJIAHHS 00OJOHKHU;

X19 (num_access_files) — KiJIbKICTH Olepaliiii Ha TOCTYI J0 KOHTPOJIIO (haiiB;

X20 (num_outbound cmds) kimbkicTh Buximanx koMmana gyt FTP cecii;

X21 (is_hot _login): 1 — K110 JOT1H HaNEXaB 0 «rapsA4oro» cnucky, 0 — iHakIe;

X22 (is_guest login): 1 — K110 «rocThOoBU» BX11, 0 — iHaKIIIE;

X23 (count) — KiIIBKICTh 3’€JTHAaHb Ha XOCT B ITOTOYHIN cecii 3a ocTaHHi 2 C;

X24 (srv_count) — KUIBKICTB 3’ €/THaHb Ha TaKWI CaMUii CepBIC 32 OCTaHHI 2 C;

X25 (serror_rate) — BIICOTOK 3’ €qHaHB 3 X0cTOM 3 count 3 SYN-nommikamu;

X26 (srv_serror rate) — BiZICOTOK 3’ €HaHb 3 SYN-TIOMUIKaMH NpH 3’ €THAHHI 110
ciy>01 3 srv_count;

X27 (rerror_rate) — BifiIcoTOK 3’€qHanb 3 REJ-momuikamu;

X28 (srv_rerror rate) — BiJicOTOK 3’€iHaHb 3 REJ-nmomunkamus;

X29 (same_srv_rate) — BIZICOTOK 3’€/THaHb 3 OJJHAKOBHM CEPBICOM;

X30 (diff srv_rate) — BiACOTOK 3’€IHAHDb 3 PI3HUMHU CEPBICaAMH;

X31 (srv_diff host rate) — BiicOTOK 3’€IHaHb 3 PI3HUMH XOCTaAMH;

X32 (dst_host count) — KUTBKICTh 3" €IHAHB JI0 JIOKAIBHOTO XOCTa, BCTAHOBJICHUX
B1JIJIaJIEHOIO CTOPOHOIO;

X33 (dst_host srv_count) — KIIbKICTb 3 €JTHaHb JI0 JOKAJIbHOI'O XOCTa;

X34 (dst_host same srv_rate) — BiICOTOK 3’€IHaHb 3 OJJTHAKOBHM CEPBICOM;

X35 (dst_host diff srv rate) — BiACOTOK 3’€HaHb 3 PI3HUMH CITY>KOaMHM 3a 4ac
3’eaHaHb 110 1p 3 dst_host srv_count;

X36 (dst_host same src_port rate) — BiICOTOK 3’€JHaHb JIO TOTO K CAMOTO

XOCTy-TIpuiiMady 3a 4ac 3’eaHanb 3 dst_host srv_count;
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X37 (dst_host _srv_diff host rate) ;

X38 (dst_host serror rate) — BiicoTOk 3’€qHaHb 3 X0cTOM 3 dst_host count 3
SYN-nomunkamu;

X39 (dst_host _srv_serror rate) — BiACOTOK 3’efaHaHb 3 SY N-ITOMUIIKOIO;

X40 (dst_host _rerror_rate) — BicoTok 3’enananb 3 REJ-nmomunkoro;

X41 (dst_host srv_rerror rate) — BiicoTOK 3’€ananb 3 REJ-nmomuikoro.

VY SIKOCT1 pe3yNbTyIOUHNX JaHHX:

Y1 (rootkit) — BimOymack ataka kimacy Rootkit (0);

Y2 (loadmodule) — BinOynachk araka kinacy Loadmodule (1);

Y3 (buffer overflow) — BinOymnace ataka kimacy Buffer overflow (2);

Y4 (normal) — ataku He Oyio (3).

Anroput™M  (YHKIIOHYBaHHS caMoOOprasizyroudoi kaptu KoxoHeHa MoxHa
IPEACTABUTH HACTYITHUM YMHOM [23]:

Kpok 1. Bektopu Baru By3Jjia po3TalioByBaTH B JIOBUIbHOMY MOPSAKY Ha KapTi.

Kpoxk 2. BunagkoBum 4nHOM 0OHpaTH BX1IHUN BEKTOD.

Kpok 3. O06iifTi K0oeH BYy30J1 Ha KapTi.

Kpok 4. Jly1s1 3Hax0PKEHHS CX0KOCTI MIDK BX1IHUM BEKTOPOM 1 BATOBUM BEKTOPOM
By3J1a KapTH, HEOOX1THO BUKOPUCTATH €BKJIIJIOBY BiJICTAHb.

Kpok 5. 3amam’staTé By30J, KM Ma€e HAWMEHIIY B1JCTaHb, K HaWKpalium
By370M BignoBigHOCTI (Best Matching Unit, BMU).

Kpox 6. OnoBuTH BekTOpH Bar By3:aiB 6111 BMU BkitouHO, HUISIXOM HAOIMKEHHS

JI0 BX1JTHOTO BEKTOpa 3a HACTYITHOIO (hOPMYJIOIO:

W =W™ +0(u,v,s)*a(s)* (D(t) - W), (2.1)

ne w,'°"— HOBUI1 BEKTOpP Bard BY3Ia;
w2l _ nonepeniit BeKTOp Baru By3ia;

O(u,v,s)— QYHKIIIS CYCIICTBA;

a(s)— Koe(IIi€eHT HaBYaHHS,
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D(t)— BEKTOP IIJIbOBUX BX1IHUX JIAHUX;
S — MOTOYHA 1Tepallis;
u — THAEKC HaWKPaIoTo By3Jja BiMOBITHOCTI HAa KapTi,

v — IHJEKC By3J1a Ha KapTi.

Kpok 7. 3011bIIMTH § Ta TIOBTOPIOBATH MOKK s < A, Jie A — JIIMIT 1Tepallii.

2.3 Po3podka nporpamuoi moaeai «SOM_U2R»

2.3.1 BuxiaHi 1aHi Ta 00MeKeHHHA

Ha Bxig mporpamu «SOM U2R» mopaethecs ¢aill 3 pO3MMPEHHSM CSV, IO
MICTUTh Y co01 0a3y nanux MmepexxeBux atak kareropii U2R. ba3a ganux micTuth B
co01 Ha3By artaku Ta 41 mapameTp, IO BiAmoBidae ik arami. baza gaHux 110
BUKOPHCTOBYBAIACH JIJII HABYAHHSI HaBeJIeHA Ha puc. 2.2, a BC1 €JIEMEHTH 0a3u TaHUX

npenacrasieHi y Jlomatky A.

s,0,0,0,621,835€,0,0,1,1,0,1,5,1,0,14,1,0,0,0,0,0,1,1,0.00,0.00,0,00,0.00, 1,00, 0,00,0.00, 255, 4,0.02,0.02,0,00,0.00,0,00,0,00,0.00,0,00,0
708,0,0,0,1727,24080,9,0,0,9,0,1,6,0,0,7,4,0,0,0,0,0,1,1,0.00,0,00,0,00,0.00, 1,00, 0,00, 0,00, 255,3,0.01, 0,02, 0,00,0.00, 0,00, 0,00,0.00,0,00, 0
21,0,3,0,89,345,0,0,0,1,0,1,0,0,0,0,1,0,0,0,0,0,1,1,0,00,0.00,0,00,0,00,1.00,0.00,0.00, 255, 1,0,00,0.02,0,00,0.00,0,00, 0,00, 0.00,0,00,0
0,1,2,0,4,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2,2,0.00,0,00,0,00,0.00,1,00,0.00,0,00,2,2,1.00,0,00,0,0,0.00,0,00,0,09,0.00,0,00,0
§1,0,0,0,294,352¢,0,0,0,0,0,1,0,1,0,4,1,0,0,9,0,0,1,1,0,00,0.00,0,00,0.00,1,00,0,00,0.00, 255,4,0.02,0,02,0.00,0.00,0,00,0.25,0.73,0,25,0
0,1,2,0,32,0,4,9,0,4,9,0,0,9,0,0,4,9,0,0,0,0,1,1,0.00,0,00,0.00,0,00,1,00,0.00,0,00, 255, 1,0.00,0,02,0.00,0.00,0,00,0,00,0.00,0,00,0
,0,0,0,90,233,0,0,0,0,0,0,0,0,0,0,0,0,0,0,,0,1,1,0,00,0.00,0,00, 0,00, 1,00, 0,00, 0,00, 255, 2, 0,01, 0,02, 0,00,0.00,0,00, 0,00, 0.00,0,00,0
#,0,0,0,86,183,0,0,0,0,1,0,0,0,0,0,0,0,0,0,9,0,1,1,0,00,0.00,0,00, 0,00, 1.00,0.00,0.00, 255, 1,0,00,0.02,0,00,0.00,0,00,0,09,0.00,0,00,0
0,0,1,0,0,563¢,0,0,0,0,0,1,2,0,0,2,9,0,0,0,0,0,1,1,0,00,0.00,0.00,0,00,1.00,0.00,0,00,1,41,1.00,0,00,1,00,0.10,0,00,0.00,0,00,0,00, 0
0,1,2,0,4,4,0,0,0,0,0,0,0,0,0,0,9,0,0,0,0,0,1,1,0.00,0,00,0,00,0.00,1,00,0.00,0,00,1,1,1.00,0.,00,1,00,0.00,0,00,0,09,0.00,0,00,0
0,0,1,0,0,2072,9,0,0,1,0,1,0,1,0,0,9,0,0,0,0,0,4,3,0.00,0.00,0.00,0.00,0.75,0.50,0,00,3,5,1.00,0,00, 1,00, 0.40,0,00,0,00,0.00,0,00,1
0,0,1,0,0,5014,9,0,0,9,0,1,9,0,0,0,9,0,0,0,0,0,3,2,0,00,0.00,0.00,0.00,0.67,0.7,0,00,2, 4,100, 0,00, 1,00, 0.50,0,00,0,00,0.00,0,00,1
79,0,0,0,281,1301,0,0,0,2,0,1,1,1,0,0,4,2,0,0,0,0,1,1,0.00,0.00,0.,00,0.00,1,00,0.00,0.00, 1, 10,1.00,0,00,1,00,0.30,0,00,0.00,0.00,0,10, 1
103,0,0,0,302,8376,0,0,0,2,0,1,4,1,0,3,4,2,1,0,0,0,1,1,0.00,0,00,0,00,0,00,1,00,0.00,0.00,1,1,1.00,0,00,1,00,0.00,0,00,0.00,0.00,0,00, 1
31,0,0,0,142,1278,0,0,0,0,0,1,0,0,0,0,1,0,0,9,0,0,1,1,0,00,0.00,0,00,0.00, 1,00,0,00,0.00, 5,3, 0,40, 0.60,0,20,0.00,0,00,0,00,0.00,0,00,1
7,0,3,0,230,644,0,0,0,4,0,1,0,0,0,0,4,0,0,0,9,0,1,1,0,00,0,00,0.00,0,00,1,00,0.00,0,00,4,1,0.25,0,75,0.25,0.00,0,00,0.00,0,00,0,00, 1
8,0,0,0,277,693,0,0,9,0,0,9,0,0,0,9,0,0,0,0,0,0,1,1,0,00,0,00,0.00,0,00,1,00,0.00,0,00,1,1,1.00,0,00,1.00,0,00,0,00,0.00,0.00,0,00, 1
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Pucynok 2.2 — ®parMeHT HaBYaJIbHOI BUOIPKHU

basa naHMxX 110 BHUKOpPUCTOBYBajach [UIsl TECTYBaHHS MPOrpaMHOI MOjei
«SOM_U2R» mnaBeznena Ha puc. 2.3, a BCl eJeMEHTH 0a3u JaHUX IMPEACTaBJICHI Yy

Homarky b.
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0,0,1,0,45,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00, 0.00, 255,50,0.20,0.03,0.20,0.00,0.29,0.00,0.02,0.00,0
10,0,1,0,25¢000,0,0,0,0,0,8,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,255, 51,0.20,0.03,0.20,0.00,0.28,0.00,0.02,0.00,0
s4,0,3,0,148,643,0,0,0,2,0,1,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,192,1,0.01,0.04,0.01,0.00,0.00,0.00,0.00,0.00,0
0,0,1,0,11¢,0,0,0,0,0,0,0,8,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00, 255, 52,0.20,0.03,0.20,0.00,0.20,0.00,0.02,0.00,0
31,0,3,0,18%,541,0,0,0,3,0,1,0,0,0,0,0,0,0,0,1,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,1,1,1.00,0.00,1.00,0.00,0.00,0.00,0.00,0.00,0
804,0,0,0,1589,36386,0,0,3,7,0,1,49,1,0,145,1,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00, 0.00,0.00,18, ¢,0.22,0.17,0.06,0.00,0.00,0.00,0,06,0.25,0
43,0,3,0,158,504,0,0,0,2,0,1,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,19%,2,0.01,0.04,0.01,0.00,0.00,0.00,0.00,0.00,0
0,0,1,0,283¢18,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,20,33,0.50,0.15,0.50,0.0¢,0.00,0.00,0.05,0.00,0
0,0,1,0,334¢,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,255,49,0.19,0.03,0.18,0.00,0.32,0.00,0.02,0.00,0
3s,0,3,0,96,533,0,0,0,1,0,1,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00, 0.00,221,3,0.01,0.03,0.00,0.00,0.00,0.00,0.00,0.00,0
0,0,1,0,195,0,0,0,0,0,0,0,8,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,18,32,0.47,0.16,0.47,0.0¢,0.00,0.00,0.05,0.00,0
928,0,0,0,1773,32209,0,0,0,4,0,1,57,1,0,51,7,5,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00, 255,104, 0. 41,0.03,0.00,0.00,0.33,0.77,0.02,0.01,0
1%,0,3,0,45,214,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00, 0.00,226, 4,0.02,0.03,0.00,0.00,0.00,0.00,0.00,0.00,0
84,0,0,0,277,1089,0,0,0,2,0,1,1,1,0,0,4,2,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,255,1,0.00,0.07,0.00,0.00,0.14,0,00,0.86,0,00, 1
7%,0,0,0,277,1087,0,0,0,2,0,1,1,1,0,0,4,2,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,137,101,0.74,0.04,0.01,0.00,0.73,0.59,0.00,0.00,1
5s,0,0,0,2615,4233,0,0,0,5,0,1,2,1,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00, 0.00,10,2,0.20,0.20,0.10,0.00,0.00,0.00,0.00,0.00,2
1%64,0,0,0,3760,29364,0,0,0,2,0,1,%,1,0,4,4,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,255,3,0.01,0.84,0.00,0.00,0.00,0.00,0.83,0.00,2
30,0,0,0,137,1403,0,0,0,0,0,1,0,0,0,0,1,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.40,0.00,235,17,0.07,0.03,0.00,0.00,0.00,0.00,0.00,0.00, 2
0,0,1,0,0,5%28,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2,2,0,00,0.00,0.00,0.00,1.00,0.00,0.00,2,8,1.00,0.00,1.00,0.25,0.00,0.00,0.00,0.00, 2
253,0,0,0,1734,319¢,0,0,0,3,0,1,2,1,0,0,1,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,251,24,0.10,0.02,0.00,0.00,0.00,0.04,0.00,0.04, 2
2224,0,0,0,3548,3749¢,0,0,0,0,1,1,15,0,0,3,4,0,1,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00, 255, 164, 0. 64,0.02,0.00,0.00,0.59,0,91,0.02,0.01, 2
154,0,0,0,1510,3349,0,0,0,3,0,1,2,1,0,0,1,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,255,35,0.14,0.03,0.00,0.00,0.00,0.00,0.00,0.00, 2

Pucynok 2.3 — ®parmMeHT BUOIPKH 17151 TECTYBaHHS

Ha mnporpamny wmogens  «SOM U2R» Hakmagaiucs JAeKijJbka OOMEXKEHb.
[IporpamMHa Mojenbs O4iKye Ha BXiJ 4iTko 41 mapameTp, iHaKiie BoHa He Oyze
KOpeKTHO npairtoBaTi. daiin 3 BUOIpKOIO MOXKe OYTH TUIBKU B ¢SV hopMarTi.

2.3.2 CTtpyKTypa nporpaMHoi MojeJi

Jlnis BUsiBJICHHSI MepekeBUX aTak kateropii U2R ckiajgeHa mporpamMHa MOJENb
«SOM_U2R», B OCHOBY SKOi MOKIJIaJE€HUN aJrOPUTM CaMOOPTaHI3ylHuoi KapTH
Koxonena. Ctpykrypa moneni «SOM_U2R» nokazana Ha puc. 2.4.

Ha Bxin «SOM U2R» mnonpaBanucs 41 mapamerp MmepexeBoro Tpadiky (JuB.
n.2.2), pe3yJabTaTOM BHUKOHAaHHS € JBOBMMIpHA KapTa 3 PO3MOAUICHHSIM Ha Hel
MEpPEKEBUMHU KJIacaMH aTak.

CnouaTtky miakiaroganucs O10710TeKH, 10 MOTPIOHI A peaizailii NOTpiOHUX
dbyHK1iA, a came: Numpy [24], Matplotlib [25], MiniSom [26].

Numpy — ne 6i6mioreka s mMoBu Python, mo monae miaTpUMKY BEJIHUKHUX
0araTOBUMIPHUX MAacCHUBIB 1 MaTPUIlb, PA30M 13 BEJTUKOIO 010J110TEKOK BUCOKOPIBHEBUX
(1 my>ke MBUAKUX ) MaTeMAaTUUHUX (PYHKITIN JUTsI OTlepariii 13 nuMu MacuBamu [27].

Matplotlib — wne ©0i0mioteka pansg noOyaoBu TpadikiB 1 Bizyamizaiii
nannx.OcobnuBicTio Matplotlib € Te, mo 3a #oro J0MOMOror MOYKHA BHUBOIUTH

dbopmynu y Burnsani TeX, ogHak iICHYIOTh IPOOJIEMH 3 BiIOOPAKEHHSIM KUPUIUIHUX

OykB [27].



MiniSom —

CaMOOpraHi3ylo4nx KapT [26].

Main

3aBaHTaWeHHA BUGIPKK
2 thadny Ta
HOPMani3auis AaHUX

€ MIHIMaJIICTAYHA 1

19

3acHOBaHa Ha Numpy peamizaliis

Pandas

v

3aBaHTaxeHHA BUDIpKK

34YMTYBAHHA O3HMX 3
thainy

CTBOPEHHA MacuEey i3
ZYUTAHUX JaHNX

Hopmanisauia gaHux

Y

read_csv

Numpy

array.pop

sklearn.preprocessing

feature_range

v

Hag4aHHR
HeWdpomepexi
KoxoHeHa

h

h 4

BigoSpameHHs
pesyneTaTie Ha KapTi

HaB4aHHA HelipoMepexi

Y

KoHdpirypauis
HelpoMepexi

‘JapJAHHA BATIE

hd

fit_tranform

minisom

minisom

Hae4aHHA
HelpoMepexXi
KoxoHeHa

v

v

random_weights_init

v

BuBig pesynbraTiB Ha

KapTi

IHiWianizauia Mapkepa
Ta KONBOPIB AaHMX
pesyneTatie

BHBEOEHHA
pesyneTaTie Ha KapTy

> train
matplotlib

> markers
pylab

> plot

> show

Pucynok 2.4 — Ctpykrypa cTBopeHoi mporpamuoi mojienit «SOM_U2R»

34nTyBaHHS JaHUX BUOIPKH 3 (pailiry CSV Ta 3aHECEHHS IUX JAHUX Y MAaCUB 3MIHHUX

JUISL TIOZIAJIBIIIOTO BUKOPHUCTaHHs. Jlari BigOyBaiacs HopMmaJizailis OTpUMaHHUX JIaHHX.

[Ticns uporo 3agaBanucs: poO3MIpU KapTH, KUIBKICTh BXIJHHUX TapaMeTpiB, Baru
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(BUMaZKOBUM YMHOM) Ta 1H. HacTynmHUM KpOKOM € HaBYaHHS HEMpOMeEpexl, 1JIs [IbOTO
y (pyHKIIII0 3aBaHTaXyBaJIMCs JaHi 3 (aimy csv Ta 3amaBanucs itepaiii. PesympraTn
BUBOJWJINCS HA €KpaH y BUIVIAAl JBOBUMIPHOI KapTH Ta KOJILOPOBHUX MapKepiB, IO
BIJIMOBIIAJIM 32 OKpEeMi MEPEKEBI KJIacH aTak.

2.3.3 Anpodanist nporpamMHoi MoaeJti

V mporeci HaBuaHHS HEHPOHHA MEpEKa 3MIHIOE Ta HaJalllTOBY€E CBOI IMapaMeETpH,
a TaKOX HABUAETHCS JaBaTH BIAMOBIJI, AKI HAM BXK€ BiIOMi. 3a paXyHOK 3/1aTHOCTI
HEHPOHHOI Mepexi 0 y3arajJbHeHHs, HEI0 MOXKYTh OyTH OTpUMaHi HOBI pe3yJIbTaTH,
SKIIO MTOAATH Ha BX1Jl BEKTOP, SIKUM HE 3ycTpidaBcs paHimie. 3a1auya HaBYaHHS MOJIsITae
B TOMY, 100 MigiOpaTd Taki 3HAYEHHs MapaMeTpiB HEUPOHHOI Mepexi, 3a SIKUX
noMuJIKa Oyjie MiHIMaJIbHOIO JIJIsl HABYAJIbHOI MHOKHHH.

Ha Bxia HelipoHHOI Mepe:Ki MoJjaHa HaBualibHa BUOIpKa 3 55 npukiais, GparMeHT
AKoi HaBelIeHO Ha puUCYHKY 2.5. TectyBaHHS HEHPOHHOI MeEpeXki MPOBOJUIOCH
npotsroMm 10 enox. PesynbsraT pobotn mporpamuoi mojein «SOM _U2R» 3 HaB4yaHHs

Ta TECTyBaHHS caMOOpraHizyo4oi kaptu KoxoHeHa npeacraBieHuil Ha pUCyHKy 2.6.

98,0,8,8,621,8356,0,0,1,1,8,1,5,1,0,14,1,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0. .02,0.02,0.00,0.00,0.00,0.00,0.00,0.00,0
708,0,0,0,1727,24080,0,0,0,0,0,1,6,0,0,7,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,255,3,0.01,0.02,0.00,0.00,0.00,0.00,0.00,0.00,0
21,0,3,0,89,345,0,0,0,1,8,1,0,0,0,0,1,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,255,1,0.00,0.02,0.00,0.00,0.00,0.00,0.00,0.00,0
,1,2,0,4,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,2,2,0.00,0.00,0.00,0.00,1.00,0.00,0.00,2,2,1.00,0.00,0.50,0.00,0.00,0.00,0.00,0.00,0
61,0,0,0,294,3929.0,0.0,0,0.1,0.1,0.4,1,0.0,0.0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,255,4,0.02,0.02,0,00,0.00,0.00,0.25,0.73,0.25,0
e,1,2,0,32,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,255,1,0.00,0.02,0.00,0.00,0.00,0.00,0.00,0.00,0
60,0,0,0,90,233,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,255,2,0.01,0.02,0.00,0.00,0.00,0.00,0.00,0.00,0
60,0,8,8,86,183,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,255,1,0.00,0.02,0.00,0.00,0.00,0.00,0.00,0.00,0
e,0,1,0,0,5636,0,0,0,0,0,1,2,0,0,2,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,1,41,1.00,0.00,1.00,0.10,0.00,0.00,0.00,0.00,0
9,1,2,8,4,4,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,1,1,1.00,0.00,1.00,0.00,0.00,0.00,0.00,0.00,0
0,0,1,0,0,2072,0,0,0,1,8,1,0,1,0,0,0,0,0,8,0,0,4,3,0.00,0.08,0.00,0.00,0.75,0.50,0.00,3,5,1.00,0.00,1.00,0.40,0.00,0.00,0.00,0.00, 1
e,0,1,0,0,5014,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,3,2,0.00,0.00,0.00,0.00,0.67,0.67,0.00,2,4,1.00,0.00,1.00,0.50,0.00,0.00,0.00,0.00,1
79,0,8,8,281,1301,0,0,0,2,0,1,1,1,0,0,4,2,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,1,10,1.00,0.00,1.00,0.30,0.00,0.00,0.00,0.10,1
163,0,0,0,302,8876,0,0,0,2,0,1,4,1,0,3,4,2,1,0,0,0,1,1,0.80,0.00,0.00,0.00,1.00,0.00,0.80,1,1,1.00,0.80,1.00,0.00,0.00.0.00,0.00, 8. 00, 1
31,,0,0,142,1278,0,0,0,0,0,1,0,0,0,0,1,0,0,0,0,0,1,1,0.08,0.60,0.00,0.00,1.00,0.00,0.00,5, 3,0.60,0.60,0.20,0.00,0.00,.00, 0. 09,0.00, 1
7,9,3,0,230,644,0,0,0,4,0,1,0,0,0,0,4,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,4,1,0.25,0.75,0.25,0.00,0.00,0.00,0.00,0.00,1
8s,0,8,8,277,693,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,1,1,1.00,0.00,1.00,0.00,0.00,0.00,0.00,0.00, 1
0,0,1,0,0,5921,0,0.0,8,0,1,0.0,0,0,8,0,0,0.0,8,2,1,0.00,.00,0.00,0.00,0.50,1.00,0.00,1,3,1.00,0.00,1.00,8.67,0.00,8,00,0. 09, 0. 00, 1
21,0,8,8,135,1299,0,0,0,8,0,1,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,6,4,0.67,0.50,0.17,0.00,0.00,0.00,0.00,0.00, 1
0,0,1,0,0,569,6,0,0,0,0,1,0,0,0,0,0,0,0,0,8,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,1,81,1.00,0.00,1.00,0.02,0.00,0.00,0.00,.60, 2
e,0,1,0,0,5828,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,2,2,0.00,0.00,0.00,0.00,1.00,0.00,0.00,2,2,1.00,0.00,1.00,0.00,0.00,0.00,0.00,0.00,2
179,0,0,0,1559,2855,0,0,0,3,0,1,4,1,0,0,1,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,2,2,1.00,0.00,0.50,0.00,0.00,0.00,0.00,0.00,2
113.0,0,0,6274,16771,8,0,0,5,0,1,2,1,0,0,0,0,8,0,8,0,1,1,0.80,0.80,0.00,0.00,1.80,0.00,0.80,1,1,1.00,0.80,1.00,0.90,0.00,0.89,0.00,0. 00, 2
169,0,8,8,1567,2857,9,9,8,3,0,1,4,1,0,0,1,8,8,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,1,1,1.00,0.00,1.00,0.00,0.00,0.00,0.00,0.00,2
53,0,8,0,2628,3860,0,0,0,3,0,1,1,1,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,2,2,1.00,0.00,0.50,0.00,0.00,0.00,0.00,0.00, 2
9,0,1,8,8,5699,0,0,0,0,0,1,0,0,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,1,1,1.00,0.00,1.00,0.00,0.00,0.00,0.00,0.00,2
49,0,0,0,2402,3939,0,0,0,4,0,1,2,1,0,0,0,0,0,0,8,8,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,1,2,1.00,0.00,1.00,1.00,0.00,0.00,0.00,0.00,2
0,0,1,0,8,2072,0,0,8,1,0,1,0,1,0,0,0,0,0,0,0,0,3,3,0.00,0.00,0.00,0.00,1.00,0.00,0.00,4,4,1.00,0.00,1.00,0.00,0.00,0.60,0.00,0. 60, 2
176,0,8,0,1559,2732,0,0,0,3,0,1,4,1,0,0,1,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,8,8,1.00,0.00,0.12,0.00,0.00,0.00,0.12,0.12,2
150,0,0,0,1587,6707,0,0,8,1.0,1,3,0,0,1,1.0,.0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,1,1,1.00,0.00,1.00,0.08,0.00,0.00,0.60,0. 08,2
321,0,0,1,1506,1887,0,0,0,0,0,1,0,0,0,0,1,0,0,0,0,0,151,1,0.99,0.00,0.01,1.00,0.01,0.06,0.00,6,6,1.00,0.00,0.17,0.00,0.00,0.00,0.17,0.17,2
184,0,0,0,1511,2957,0,0,0,3,0,1,2,1,0,0,1,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.090,0.00,0.00,1,3,1.00,0.00,1.00,0.67,0.00,0.00,0.00,0.00,2
0,0,1,0,0,2072,6,0,0,1,0,1,0,1,0,0,0,0,0,0,6,0,3,3,0.00,0.00,0.00,0.00,1.00,0.00,0.00,4,84,1.00,0.00,1.00,0.02,0.00,0.00,0.00,0.60, 2
60,0,0,0,2328,4551.0,8,0,3,9,1,1,1,8,0,0,0.0,0,0,8,1,1,0.00,.08,0.00,0.00,1.00,0.00,0.00,1,1,1.00,0.00,1.00, 8. 60, 0. 00, 8. 02,0, 69, 0. 60, 2
3es,0,8,8,1735,2766,0,0,8,3,8,1,2,1,0,0,1,0,0,8,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,2,4,1.00,0.00,0.50,0.50,0.00,0.00,0.00,0.00,2
61,0,0,8,2336,4194,0,0,8,3,0,1,1,1,0,0,0,8,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,9,9,1.00,0.00,0.11,0.00,0.00,0.00,8.11,0.11,2
45,0,0,0,2336,4201,0,0,0,3,0,1,1,1,0,0,0,0,0,0,0,0,2,1,0.00,0.00,0.50,0.00,0.50,1.00,0.00,7,7,1.00,0.00,0.14,0.00,0.00,0.00,0.14,0.14,2
162,0,0,0,1567,2738,0,0,0,3,0,1,4,1,0,0,1,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,4,4,1.00,0.00,0.25,0.00,0.00,0.00,0.00,0.00,2
47,0,0,0,2402,3816,0,0,0,3,0,1,2,1,0,0,0,0,0,0,0,0,1,1,0.00,0.00,0.00,0.00,1.00,0.00,0.00,10,10,1.00,0.00,0.10,0.00,0.00,0.00,0.10,0.190,2



21

- 0.0 -
0o 25 50 75 100 125 150 175 200 D0 25 50 75 100 125 150 175 200

quantization error: @.012581765355495848
Pucynok 2.6 — Pesynprat Mmogeni «SOM_U2R» nmo HaBYaHHIO Ta TECTYBaHHIO:
yepBOHUI Kpyr — Ki1ac Rootkit; 3enennit kBagpar — kinac Loadmodule;
cuHii xpect — kiac Buffer overflow; sxoBtuii xpect — Normal

KinekicTs enox HaB4aHHs AopiBHIOBanocs 10; po3aMipHICTh KapTh ckiiagana 20%20.
Jliia TecTyBaHHSI HEHPOHHOT MEpEKi BUKOPUCTAHO BUOIPKY, 110 MiCTUThH 40 BEKTOpPIB
(mpukagiB).

2.4 JTocaigskeHHsI MapaMeTPiB IKOCTi BU3HAYECHHS aTaK HA MPOrPaMHiil
MojeJi

[IpoBeneni Ha cTBOpeHi mnporpamuiii moneni «SOM_U2R» pmociimkeHHs
noxuOKu camoopratizyrouoi kaptu Koxonena 3a pizHoro kuibkicTio enox (10, 20 ta
50) mpu pizHux posmipax kapTtu: 5*5; 10*10; 20*20. Otpumani pe3yabTaTy 3BEICHI

110 Taosmm 2.1.

Tabnuusg 2.1 — Pe3ynbTaTh, 110 OTpUMaHi Ha porpamHii mojeni «SOM_U2R»

Kinekicts ermox )
Po3mip kapTu ITommika
*

50 5%*5 0,7725
10*10 0,2537

20*20 0,0034

5*5 0,7241

20 .

10*10 0,2305

20*20 0,0095

5*5 0,7181

10 10*10 0,1724
20*20 0,00056




22

I3 Tabnuui BuAHO, 1O HaWMEHIE 3HAYEHHS TIOMUJIKA JOCATAEThCSA IS
camoopranizyrouoi kaptu Koxonena, po3mip sikoi 20*20, npu 10 enoxax.

O1iHKa SKOCTI BUSBJICHHS MEPEKEBUX aTaK Ha CTBOPEHIM MporpamMHii Mojeni
«SOM_U2R» Bukonana 3a HactynmHuMmHu mapamerpamu: TP (True Positive) —
kiIacudikaTop MpaBUIBLHO BIAHIC 00’€KT 10 kiacy, mo posrasgaerbes; TN (True
Negative) — kiacuikaTop NpaBUILHO CTBEPIKYE, IO 00’ €KT HE HAJICKUTH JI0 KJIacy,
mo posrnanaetses; FP (False Positive) — knacudikaTtop HeBipHO BifHIC 00’€KT 110
knacy, mo posrasaaerscs; FN (False Negative) — kinacudikatop HempaBHIBHO
CTBEPJIXKYE, III0 00’ EKT HE HAJICKUTH JI0 Kiacy, 1o po3rsiaaetbes; TPR (True Positive
Rate) — nmokasye uactky 3HaizeHux 06’extiB kiacy; FPR (False Positive Rate) —
MOKa3y€e€ 4YacTKy HEMpPaBWIBHUX CIPallbOBYBaHb Kiacu@ikaTopa [0 3arajlbHOl
KUTBKOCTI 00’€KTIB 1103a Kjacy; accuracy (TOYHICTh) — MOKa3y€ YacTKy MpPaBUIIbHUX
kiacudikaliii; precision (TOUHICTH) — MOKa3y€ YaCTKy 00’ €KTIB KJacy cepes 00’ €KTiB,
BUIVICHUX KJacudikatopom; recall (moBHOTA) — MOKa3ye 4acTKy 3HaMAeHUX 00’ €KTIB
KJIacy N0 3arajbHoi KUTBKOCTI 00’€KTiB kjacy. OIHMMH 13 OCHOBHUX € IOMHJIKA

npyroro poay (FN, False Negative); orpumani pe3yiabTaTy 3Be/IeHI 10 TaOuIh 2.2.

Tabnus 2.2 — Pe3ynbraTu AOCHIKEHb PI3HUX MepexkeBuX kiaciB Ha «SOM_U2R»

Rootkit Loadmodule Buffer overflow
TP | FP | TP, % | FP,% | TP | FP | TP, % | FP,% | TP | FP | TP, % | FP, %
3 2 19 12 15| 2 48 6 2 2 12 12
FN | TN | FN,% | TN, % | FN | TN | FN, % | TN, % | FN | TN | FN, % | TN, %
0 11 0 69 3 111 10 36 1 11 6 70

[3 Tabmuui BUAHO, 10 HANOUIBIIE 3HAYEHHS MOMIIIKH Apyroro poxy 10 %
JIOCATAETHCS TIPU BUSIBJICHHI MepexkeBoro kiacy Loadmodule. OTpuMani 3HaYeHHS

IHIIUX TTapaMeTpiB 3BEJICH] 10 TabuIll 2.3.

Tabmuns 2.3 — [lapameTpu OIiHKY SKOCTI BUsBIEHHS atak Ha «SOM_U2R»

|  Tokasamx | TP | FP | FN | TN | TPR | FPR | Accuracy | Precision | Recall |
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Buffer overflow | 2 2 1 11 | 0,67 | 0,15 0,81 0,50 0,67
Loadmodule | 15 2 3 11 | 0,83 | 0,15 0,84 0,88 0,83
Rootkit | 3 2 0 11 | 1,00 | 0,15 0,88 0,60 1,00

Normal | 11 2 2 11 | 0,85 | 0,15 0,85 0,85 0,85

I3 Tabnuiti BuHO, 1110 CTBOpEHa nmporpamua mojaenb «SOM_U2R» nobpe Bu3Hauae

MepexeBl aTaku kiaciB buffer overflow, loadmodule Ta rootkit TouHicTh BU3HAYCHHS

akux ckianae oipruae 0.80.

[IpoBeneno nocmimxeHHss F-mipku BUSIBICHHS MeEpeXeBHX KJaciB aTrak Ha

CTBOpeHii mporpamHiii momeni «SOM_U2R» 3a pi3HOIO KITBKICTIO €MOX HaBYaHHS

(pucyHok 2.7). F-mipka siBisie co0010 cepe/lHE TapMOHIYHE 3HAUYCHHS M1k TOYHICTIO

Ta IIOBHOTOXO.

03
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KinbKicTb enox
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Pucynok 2.7 — 3nauenns F-mipku 3a pi3HOIO KUIBKICTIO €M0X HaBUAHHS
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I3 pucynky BUAHO, 10 JUIsl BCIX THUIIB aTak, F-Mipka 3pocTae, 1ocsraloyu CBOTO

MaKCUMAaJILHOTO 3HAYE€HHA Ha BiaMiTil 50 emox.

2.5 Buxkopucranns po3pooJienoi nporpamu «SOM_U2R» B HaBYAJIBbHOMY
npoueci

JlocmipKeHHS, sIK1 TPOBECH] Ha CTBOPEHIM mporpaMHii mojeni «SOM_U2R» [29]
MOJIaBAJIMCS 10 MIKHAPOJHOTO KOHKYPCY CTYJIEHTChKHUX HayKOBUX MpoeKTiB «Black
Sea Sciense 2022, sikuit mpoBoAuBCs B O1eChKOMY HaIllOHAIBHOMY TE€XHOJIOTTYHOMY
YHIBEPCHUTETI 3a MATPUMKOIO MiHICTEPCTBA OCBITH 1 Hayku Ykpainu mif erigoro Black
Sea Universities Network ta ISEKI-Food Association 3a HanpsiMkoM «iH(popMartiiiHi
TEXHOJIOT1i, aBTOMaTH3aIlisl Ta pOOOTOTEXHIKa». Y ToMy 4ucii 45 poOiT 3apyOiKHHUX
yHiBepcuteTiB, 27 po6iT 3 OHAXT Tta 10 3 konemxkiB, 1 143 poGoTu 3 1HIIMX
yKpaiHChbKuX 3aknaiiB [28]. Pobotu Hamiiimuum 3 27 3aKOpJOHHUX YHIBEPCHUTETIB
takux kpaiH sk CIIIA, Himeyunna, [uais, Jlutsa, Jlateis, Pymynis, Cep0is, [lonbiia,
bonrapis, Kazaxcran, Mongoa, ['py3is 1 Kuprucran. Jlo ckmamy xypi Konkypcy
Haaidmy 117 cmemiamicTiB — HaAyKOBIIB, 3 HUX 73 3 19 3apyOiKHUX KpaiH.
[TimcymKoBi 6ayin ydacHUKIB 3a HanpsiMoM «IH(opmariifini TeXHOJIOT11, aBTOMAaTH3AITis
Ta pOOOTOTEXHIKa» MpeacTaBiieHl y Burisiai Tadnui ([JJomgarok B).

[Ipononyetbest i 3100yBaviB nepuioro(bakaiaBpChbKOro) piBHS CIHEIIaTbHOCTI
«Kibepbe3neka» Mpu BHUKOHAHHI CaMOCTIHHOT poOOTH 3 aucHumuIiHu «JlokanbHi
mepexi» [30] nomatu HacTynHy Temy: BusHaueHnHs mepexkeBux arak kareropii U2R
Ha cTBOpeHI mnporpamHiii mojaem «SOM_U2R». IHCTpyKIilis 1O BUKOPHUCTAHHIO
nporpamu npencrasiena B Jlonartky b.

2.6 OcHOBHI BUCHOBKH

1. Jns BusiBneHHs MepexeBux artak karteropili U2R y skocTi mMaTeMaTH4HOTO
amapaTty oOpaHO caMOOpTraHi3yloouy KapTy, e map KoxeHa MiCTUTh YOTUPH HEHPOHH
s BusHaueHHs Buffer overflow, Loadmodule, Rootkit Ta BincyTHOCTI aTaku.

2. Jlna BusiBNeHHs MepexxeBux kiaciB kateropii U2R crtBopena B Python

nporpamMHa mozenb «SOM_U2R» 3 BHUKOpPUCTaHHAM amapary caMOOpraHi3yrouoi
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kaptu (map KoxoHeHa 13 4oTUpbhOX HEUPOHIB), HA BX1J K01 mojaBanucs 41 napamerp
MepexeBoro Tpadiky 3 Bukopuctanuam 6azu NSL-KDD.

3. Ha nporpamuiii moxeni «SOM_U2R» npoBeneHi TOCTIKEHHSI MOMIJIKK 3a
pi3HOIO0 KUTbKicTIO ernoX (10, 20 ta 50) mpu p13HUX po3Mipax kapTu: 5*5; 10*10; 20*20.
Busznaueno, mo Haiimenmie 3uadeHHs momuiaku 0,00056 nocsraerbes Ha kapti 20%20
npu 10 enoxax.

4. Ha ctBopeniit mporpamuiii moaem «SOM_U2R» mpoBeneno mocmimkeras F-
MIpKH (CepeHeE TapMOHIYHOTO 3HAUEHHS MK TOYHICTIO Ta MOBHOTOIO) 32 Pi3HOIO
KUIBKICTIO €M0X HaBYaHHS caMoopranizyrouoi kaptu Koxonena. Busnaueno, mio 3
BUKOPHUCTAHHAM CTBOpEeHOi mporpamHoi mojem «SOM_U2R» ans BCiX MepexeBux
kiaciB atak kareropii U2R F-mipka 3pocrtae, nocsirarouu CBOTO MaKCHUMAalbHOTO
3Ha4YeHHA Ha BiAMITII 50 emnox.

5. PexomeHnnoBaHO BUKOpUCTaHHS nporpamuoi mozent «SOM_U2R» mepiioro
(6akanmaBpchKOTO) piBHSA crieniaibHOCTI «KibepOe3nekay mpu BUKOHAHHI CaMOCTIHHOT

po0OTH 3 TUCIUILITIHU «JIOKaTbHI MEPEXI».
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BUCHOBKHU TA PEKOMEHJIAIIII

1. Ormsim HayKOBHX JDKEpPEN IMOJO BHUSBICHHS MEPEXKEBUX aTaK TIOKa3aB
MOXJIMBICTh BUKOPUCTAHHS HACTYNMHUX HEUPOHHUX Mepex: OaraTolapoBHid
MepPCENTPOH, CaMOOpraHizyroua KapTa, paaiaibHO-Oa3ucHa Mepeka, HEHMpOHeuiTKa
mepexa.  Ormsig HAyKOBUX JDKEpENl  IIOAO BHUSBICHHS MEPEXKEBUX aTak
IPOJIEMOHCTPYBAB MOXMJIMBICTh peaiizalii HEHPOHHHX MEpeX 3a JOMOMOIOI0
nerpomaketiB: Deductor Studio, GENESIS, NEURON, Brian, NEST, XNBC, Neural
Planner, Partek Discovery, ThinksPro, RapidMiner, BrainMaker Process Advisor Ta
1HII11; Ta MOB MiporpamyBanHs: Python, Lisp, C++, Java, R, Prolog.

2. Jna BusBneHHs MepexeBux kiaciB kareropii U2R crtBopena B Python
nporpamHa mojaenb «SOM_U2R» 3 BHUKOpUCTaHHSM amapaTy caMOOpraHizyrouoi
kaptu (map KoxoHeHa 13 4oTUpbhOX HEWPOHIB), HA BX1J K01 mojaBaiucs 41 napamerp
MepexxeBoro Tpadiky 3 Bukopuctantsm 6azu NSL-KDD.

3. Ha nporpamuiii mozeni «SOM_U2R» mpoBeneHi TOCTIKEHHSI MOMMJIKH 3a
pi3HOIO KUTBKICTIO ermoX (10, 20 ta 50) mpu pizHux po3mipax kaptu: 5*5; 10*10; 20*20.
Busnaueno, mo Haitmenie 3HaueHHs moMuiiku 0,00056 nocsiraetbest Ha kapti 20%20
npu 10 enoxax.

4. Ha ctBopeniit mporpamuiii moaem «SOM_U2R» mpoBeneno mocmimkenss F-
MIpKHU (CepeaHe TapMOHIYHOTO 3HAYEHHS MIXK TOYHICTIO Ta MOBHOTOIO) 3a PI3HOIO
KUTBKICTIO €T0X HaBYaHHs camoopranizyrouoi kaptu Koxonena. Busnaueno, mo 3
BUKOPHUCTAHHAM CTBOpEHOI mporpamHoi mojem «SOM_U2R» ans BCiX MepexeBux
kiaciB arak kareropii U2R F-mipka 3pocTae, gocsiraloud CBOTO MaKCHUMaJIbHOTO
3HAYCHHS Ha BIAMITIN 50 enox.

5. PekomeH10BaHO BUKOpUCTaHHS mporpamHoi mojaem «SOM_ U2R» mnepiioro
(6akanmaBpchbKOTO) piBHSA crieniaibHOCTI «KibepOe3nekay Mmpu BUKOHAHHI CaMOCTIHHOT

po6OTH 3 TUCIUILIIHU «JIOKanbHI MEPEXD».
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