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ANTI-TERROR ENGINEERING IN THE CASE OF POSSIBLE 

TERRORIST ATTACKS WITH CHEMICAL AGENTS 

Purpose. This work aims to develop a method of local outdoor reduction of the concentration of a chemically 

hazardous substance, which entered the atmosphere through a cafe roof vent. It also involves the creation of a nu-

merical model for calculating the chemical contamination zone that allows assessing the effectiveness of the screens 

used to minimize its level. Methodology. To solve this problem, we used the velocity potential equation that al-

lowed to determine the air flow velocity field, and the equation of convective diffusion dispersion of a chemically 

hazardous agent in the atmospheric air emitted through the ventilation system in case of a terrorist attack. The simu-

lation took into account the uneven velocity field of the wind flow, atmospheric diffusion, emission rate of a chemi-

cally hazardous agent. In the numerical integration of the velocity potential equation, we used the Liebmann meth-

od. For the numerical solution of the equation of convective diffusion dispersion of the impurity, an implicit alter-

nate-triangular difference splitting scheme was used. Findings. The developed numerical model allowed assessing 

the effectiveness of building screens used to reduce the concentration of a hazardous substance and minimize the 

risk of toxic damage to people outdoor during an initiated emission of a chemical agent. The constructed numerical 

model can be implemented on computers of low and medium power, which allows it to be widely used for solving 

problems of the class under consideration when developing an anti-terror engineering strategy. Originality. An ef-

fective numerical model for calculating the outdoor chemical contamination zone during a possible terrorist attack 

using a chemical (biological) agent has been proposed. The model can also be applied to assess the effectiveness of 

some protective measures aimed at reducing the air pollution level during a terrorist attack. Practical value. The 

developed numerical model can be used to organize protective actions near social objects of a possible chemical 

attack by a terrorist. 
Keywords: terrorist attack; chemical air pollution of the atmosphere; anti-terror engineering; numerical simula-

tion 

Introduction 

Acts of terrorism with the use of chemical (bio-

logical) agents in the streets of cities are not 

a groundless threat. One of the variants to emit 

a hazardous chemical agent into the atmosphere, 

which is sufficiently hidden from an observer, can  

be its discharge into the ventilation system of vari-

ous cafes, which are located in city streets (Fig. 1). 

Emission of polluted air from the ventilation sys-

tem of a cafe is usually carried out on the roof. 

Scientifically, it is the emission from a low source. 
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Fig. 1. Scheme of outdoor chemical air contamination 

at initiated entry of hazardous substances in  

a cafe ventilation system: 
1 – process equipment; 2 – place of hazardous  

substance entry into the ventilation system;  

3 – polluted air discharging device on the cafe roof;  

4 – outdoor chemical contamination zone;  

5 – initiator of hazardous substance discharge into  

the ventilation system; 6 – cafe building 

With such an emission of a chemical agent 

through a ventilation system, a sufficiently large 

area of chemical contamination can form behind 

the building. For example, Fig. 2 shows a photo of 

the contamination zone near the mini-cafe. Emis-

sion is combustion process products from the 

kitchen. It is clearly seen that the pollution zone 

covers not only the sidewalk, but also part of the 

roadway. If people get into this chemical contami-

nation zone, the risk of their toxication is extreme-

ly high. We emphasize that people will definitely 

fall into the contamination zone, because cafes are 

public places. In addition, such a scenario of a ter-

rorist attack ensures unexpectedness and secrecy. 

In this regard, the question arises about the devel-

opment of engineering methods to protect people 

from damage by reducing the concentration of 

a hazardous substance in the street during a possi-

ble terrorist attack. 

The theoretical solution to this problem is quite 

complicated. When emitting a chemical agent from 

a low source, it is necessary, first, to take into 

account the influence of the building on the 

formation of the chemical contamination zone. 

Secondly, it is important that the mathematical 

model would also make it possible to calculate the 

effectiveness of the use of specific engineering 

solutions to reduce the intensity of chemical 

contamination of the air environment near the 

facility. To estimate the level of air pollution in case 

of  a  possible  terrorist  act, for  example,  Gaussian 

Fig. 2. Air contamination zone near the cafe: 
1 – polluted air discharging device on the cafe roof; 

2 – visible boundary of the contamination zone  

(Heroev Avenue, Dnipro) 

models can be used as a zero approximation. But 

these models do not allow to take into account the 

influence of the building and various engineering 

elements on the formation of chemical 

contamination zones, that is, they cannot be used to 

assess the effectiveness of various anti-terror 

methods. The normative methods used in Ukraine 

for solving problems of assessing the size of 

chemical contamination zones (for example, the 

OND-86 technique), for this reason, also cannot be 

applied. The only theoretical method for solving 

problems of this class is CFD modeling. Within 

this scientific direction, specialized software 

packages «ANSYS Fluent», «FAST», etc. have 

been created. These packages are a powerful tool 

for solving a wide class of problems. It should be 

noted that the cost of licensed packages for 

research is very high, so access to such packages is 

limited. It is also known that the use of these 

packages requires the use of powerful computers 

and large consumption of computer time when 

solving a practical problem – several days to 

calculate one variant of the problem. This is 

a definite obstacle, as the organizations of a special 

focus conduct numerous serial calculations. 

Purpose 

This work aims to develop a method of local 

outdoor reduction of the concentration of a chemi-

cally hazardous substance, which entered the at-

mosphere through a cafe roof vent. It also involves 

the creation of a numerical model for evaluating 
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the effectiveness of engineering methods for air 

contamination protection during a terrorist attack 

with a highly toxic chemical agent. 

Methodology 

The process of dispersing a highly toxic chemi-

cal agent outdoor can be described on the basis of 

the following equation (profile task) [2–5, 7, 8]: 

C uC C
C

t x y

  
    

  

x y

C C

x x y y

     
      
      

   0 0 , Q x x y y      (1) 

where С  – average concentration of chemical (bi-

ological) agent in outdoor air;   – coefficient tak-

ing into account the agent decomposition in the 

atmosphere;  , u v  – components of the air flow 

velocity vector;  ,  x y    – coefficients of at-

mospheric turbulent diffusion; Q  – agent emission 

intensity during the terrorist attack; 

  0 0x x y y    – Dirac delta function; 0 0,  x y  –

agent emission source coordinates during the ter-

rorist attack; t – time. 

The boundary conditions for equation (2) are 

written as [3]: at 0t  , 0C  . At the boundaries 

where the air flow enters the calculation area, 

inС C , here inC  is the known value. We assume 

that 0inC  . In the area where the air flow exits 

the computational domain, in the numerical model 

we set a «soft» boundary condition of the form: 

1, ,i j i jС С  , here 1,i jС  is the pollutant 

concentration in the boundary (last) cell. 

Aerodynamics model. To apply equation (1) 

in the case of dispersion of a chemical (biological) 

agent in the presence of a building, it is necessary 

to know the uneven velocity field of the wind flow. 

To determine the wind flow velocity field 

u = f(x, y), v = f(x, y), we will use the ideal fluid 

irrotational flow model [5]: 

2 2

2 2
0

P P

x y

 
 

 
, (2) 

where Р – velocity potential. 

The components of the air flow velocity vector 

are determined by the dependence of the form: 

P
u

x





, 
P

v
y





. (3) 

For equation (2) there are such boundary condi-

tions: 

– on solid boundaries we set the condition

of the form: 

P

n




 = 0, 

where n – unit outer normal vector to the bounda-

ry; 

– on the boundary of the airflow exit from the

computational domain, we set the boundary condi-

tion P = const; 

– on the boundaries where the inflow of air oc-

curs, we set the boundary condition of the form: 

P

n




 = V, where V – the known wind flow velocity. 

Numerical solution to the task. For the nu-

merical integration of the modeling equations we 

will use finite-difference solution methods. 

We will carry out the approximation of deriva-

tives, following [2, 5]. Approximation of the time 

derivative is carried out as follows: 

1n n
ij ijC CС

t t

 


 
. 

The first derivatives are approximated by co-

relations [5]: 

,

,

uC u C u C

x x x

vC v C v C

y y y

 

 

  
 

  
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 
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where 

, , , .
2 2 2 2

u u u u v v v v
u u v v      

   

For approximation of the first derivatives, we 

use the formulas [2, 5]: 

1 1
1, 1, 1

n n
i j ij ij i j n

x

u C u Cu C
L C

x x

   
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
 

 
; 
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1 1
1, 1, 1
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   
   
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 
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; 

1 1
, 1 , 1 1

n n
i j i j ij ij n

y

v C v Cv C
L C

y y

   
   


 

 
. 

For approximation of the second derivatives, 

we use the dependencies [5]: 

1 1 1 1
1, 1,
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( )
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1 1.n n
yy yyM C M C      

Taking into account the above designations of dif-

ference operators, we write the difference analogue 

of equation (1): 

1

1 1 1

n n
ij ij n n n

x x y

C C
L C L C L C

t



     


   


 

1 1n n
y ijL C C      

1 1 1 1( )n n n n
xx xx yy yyM C L C L C L C           

.ij ijQ   (4) 

We perform the splitting of the difference equa-

tion (4). The splitting equations at each step are 

written as follows: 

– in the first step (
1

4
k n  ): 

 , ,

,

1

2 4

n k n
i j i j k k k

x y i j

C C
L C L C C

t
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,
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– in the second step (
1 1

;
2 4

k n c n    ): 

 , ,

,

1

2 4

k c
i j i j k k k

x y i j

C C
L C L C C

t

 
 
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 
1

,
4

k c k c
xx xx yy yyM C M C M C M C        (6) 

– in the third step (
3 1

;
4 2

k n c n    ) we 

apply the dependence (6); 

– in the fourth step (
3

1;
4

k n c n    ) we 

use the dependence (5). 

The desired value of the function C at each 

fractional step (5), (6) is determined by the point-

to-point computation formula. 

In the last step, we solve the equation: 

0 0( ) ( )
C

Q x x y y
t


    


. 

To solve this equation, the Euler method is used. 

For the numerical solution of equation (2), we 

use the Liebmann method. The approximate equa-

tion for the velocity potential in this case is written 

in the form:

1, , 1, , 1 , , 1

2 2

2 2
0.

i j i j i j i j i j i jP P P P P P

x y

      
 

 
 

The value of the velocity potential ijP is calcu-

lated in the centers of the difference cells by the 

formula:

1, 1, , 1 , 1

2 2

,

i j i j i j i j

i j

P P P P

x y
P

A

     
 

   , 

where 
2 2

2 2
A

x y

 
  

  
. 

For the software implementation of the con-

structed numerical model, we used FORTRAN. 

Findings 

The developed CFD model was used to solve 

the following model problem. We consider the 

emission of highly toxic chemical agent through 

the ventilation system, the outlet of which is locat-

ed on the cafe roof. The scetch of the computation-

al domain is shown in Fig.3.  
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Fig. 3. Sketch of emission of a chemical agent 

on the cafe roof (no protection element): 
1 –cafe building; 2 – point of chemical  

agent emission  

To minimize the air contamination level near 

the cafe, as an anti-terrorist method, we use the 

installation of a vertical (Fig. 4) or inclined screen 

(Fig. 6) on the roof. 

Fig. 4. Sketch of computational region (vertical screen 

on the café roof is a protection measure, scenario №2): 
1 – café building; 2 – point of high toxic chemical emission;  

3 – vertical screen 

Fig. 5. Sketch of computational region (inclined screen 

on the café roof is a protection measure, scenario №3): 

1 – café building; 2 – point of high toxic chemical  

emission; 3 – inclined screen 

It is necessary to evaluate the effectiveness of 

the used screens to minimize the air contamination 

level near the cafe. 

The air contamination zone near the cafe for 

each working scenario is shown in Fig. 6–8. 

Fig. 6. Isolines of toxic chemical concentration 

near café building (no protection measures  

are used, scenario №1) 

Fig. 7. Isolines of toxic chemical concentration near 

café building (vertical screen on the roof is a protection 

measure, scenario №2):  
1 – vertical screen 

Fig. 8. Isolines of toxic chemical concentration near 

café building (inclined screen on the roof is  

a protection measure, scenario №3) 
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Fig. 8 shows that the use of the inclined screen 

makes it possible to take a stream of contaminated 

air away from the cafe. For a more detailed analy-

sis of the effectiveness of the used screens, the Ta-

ble 1 shows the concentration of the contaminant at 

different distances from the building, the level of 

1.7 m – the height of a person for all the scenarios 

under consideration. 

Table 1  

Dimensionless concentration of toxic chemical 

at different distance from the cafe building 

Distance 

from the 

café 

building, 

m 

Concentration, 

scenario # 1 

Concentration, 

scenario # 2 

Concentration, 

scenario #3 

2.5 m 1.26 0.98 0.78 

4.5 m 1.16 0.93 0.75 

5.5 m 1.12 0.91 0.74 

9.5 m 1.02 0.86 0.70 

11.5 m 0.98 0.83 0.68 

As can be seen from the Table 1, the use of 

screens on the building roof allows to reduce the 

concentration of a chemically hazardous substance 

outdoor and thereby minimize the risk of toxic 

damage to people during the terrorist attack. Obvi-

ously, for the case under consideration, it is more 

effective to use the inclined screen (scenario 

No. 3). 

It should be noted that the task solution time is 

about 5 seconds. 

Originality and practical value 

The numerical model has been developed that 

allows to determine the effectiveness of engineering 

methods for minimizing the outdoor air contamina-

tion level in the event of an initiated (terrorist at-

tack) pollution with a highly toxic chemical agent. 

The distinctive feature of the constructed model 

is the use of the equation of convective-diffusive 

dispersion of a chemical agent together with the 

equation for calculating the wind flow velocity 

field near the building (potential flow model). 

Computer time spent on the implementation of the 

developed numerical model is a few seconds. 

Studies conducted on the basis of numerical 

simulation have shown that the use of screens on 

the roof of a building can reduce the air contamina-

tion level in a certain area near the building. 

Conclusions 

The numerical model has been developed for 

assessing the air contamination level near the 

building in the event of the chemical agent emis-

sion on its roof. The model makes it possible to 

assess the effect of screens on the protection of 

atmospheric air against contamination during such 

an emission. The basis for solving the problem is 

numerical simulation based on the equations de-

scribing the dispersion of impurities and aerody-

namics. 

Further improvement of this approach should 

be carried out in the direction of developing 

a three-dimensional numerical model focused on 

solving the tasks of this class. 
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АНТИТЕРОРИСТИЧНИЙ ІНЖИНІРИНГ ПРИ МОЖЛИВОМУ 

ТЕРАКТІ З ВИКОРИСТАННЯМ ХІМІЧНОГО АГЕНТА НА ВУЛИЦІ 

Мета. Дана робота передбачає розробку методу локального зниження на вулиці концентрації хімічно 

небезпечної речовини, яка надійшла в атмосферу через вентиляційний викид на даху кафе, а також ство-

рення чисельної моделі для розрахунку зони хімічного зараження, яка дозволяє оцінити ефективність засто-

сування екранів, що мінімізують його рівень. Методика. Для вирішення поставленого завдання використано 
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рівняння для потенціалу швидкості, на базі якого визначено поле швидкості повітряного потоку, і рівняння 

конвективно-дифузійного розсіювання хімічно небезпечного агента в атмосферному повітрі, викинутого 

в разі теракту через систему вентиляції. При моделюванні були враховані нерівномірне поле швидкості віт-

рового потоку, атмосферна дифузія, інтенсивність викиду хімічно небезпечного агента. При чисельному 

інтегруванні рівняння для потенціалу швидкості використаний метод Лібмана. Для чисельного рішення рів-

няння конвективно-дифузійного розсіювання домішки використана неявна поперемінно-трикутна різницева 

схема розщеплення. Результати. На основі розробленої чисельної моделі подана оцінка ефективності засто-

сування екранів на будівлі для зниження концентрації небезпечної речовини та мінімізації ризику токсично-

го ураження людей на вулиці при ініційованому викиді хімічного агента. Побудована чисельна модель може 

бути реалізована на комп’ютерах малої та середньої потужності, що дозволяє широко використовувати 

її для вирішення завдань даного класу при розробці стратегії антитерористичного інжинірингу. 

Наукова новизна. Запропоновано ефективну чисельну модель для розрахунку зони зараження людей на 

вулиці при можливому теракті з використанням хімічного (біологічного) агента. Модель також може бути 

застосована для оцінки ефективності деяких захисних заходів, спрямованих на зниження рівня забруднення 

повітряного середовища під час теракту. Практична значимість. Розроблена чисельна модель може бути 

використана для організації захисних заходів біля соціальних об’єктів можливої хімічної атаки терориста. 
Ключові слова: теракт; хімічне забруднення атмосфери; антитерористичний інжиніринг; чисельне моде-

лювання 
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АНТИТЕРРОРИСТИЧЕСКИЙ ИНЖИНИРИНГ ПРИ ВОЗМОЖНОМ 

ТЕРАКТЕ С ПРИМЕНЕНИЕМ ХИМИЧЕСКОГО АГЕНТА НА УЛИЦЕ 

Цель. Данная работа предусматривает разработку метода локального снижения на улице концентрации 

химически опасного вещества, которое поступило в атмосферу через вентиляционный выброс на крыше 

кафе, а также создание численной модели для расчета зоны химического заражения, позволяющей оценить 

эффективность применения экранов, минимизирующих его уровень. Методика. Для решения поставленной 

задачи использовано уравнение для потенциала скорости, на базе которого определено поле скорости воз-

душного потока, и уравнение конвективно-диффузионного рассеивания химически опасного агента в атмо-

сферном воздухе, выброшенного в случае теракта через систему вентиляции. При моделировании были 

учтены неравномерное поле скорости ветрового потока, атмосферная диффузия, интенсивность выброса 

химически опасного агента. При численном интегрировании уравнения для потенциала скорости использо-

ван метод Либмана. Для численного решения уравнения конвективно-диффузионного рассеивания примеси 

использована неявная попеременно-треугольная разностная схема расщепления. Результаты. На основе 

разработанной численной модели дана оценка эффективности применения экранов на здании для снижения 

концентрации опасного вещества и минимизации риска токсичного поражения людей на улице при иниции-

рованном выбросе химического агента. Построенная численная модель может быть реализована на компью-

терах малой и средней мощности, что позволяет широко использовать ее для решения задач рассматривае-

мого класса при разработке стратегии антитеррористического инжиниринга. Научная новизна. Предложена 

эффективная численная модель для расчета зоны заражения людей на улице при возможном теракте с ис-

пользованием химического (биологического) агента. Модель также может быть применена для оценки эф-

фективности некоторых защитных мероприятий, направленных на снижение уровня загрязнения воздушной 
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среды при теракте. Практическая значимость. Разработанная численная модель может быть использована 

для организации защитных мероприятий возле социальных объектов возможной химической атаки террориста. 
Ключевые слова: теракт; химическое загрязнение атмосферы; антитеррористический инжиниринг; чис-

ленное моделирование 
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